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CVE CVE-2007-3537
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-03 20:30:00 UTC
Updated 2017-07-29 01:32:00 UTC
Description IBM OS/400 (aka i5/0S) V4R2MO through V5R3MO on iSeries machines sends responses to TCP SYN-FIN packets, which
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Ibm Os 400 r520 All All All
Operating System Ibm Os 400 v4r2mO0 All All All
Operating System Ibm Os 400 v4r3 All All All
Operating System Ibm Os 400 védr4 All All All
Operating System Ibm Os 400 v4r5 All All All
Operating System Ibm Os 400 v5r1 All All All
Operating System Ibm Os 400 v5r2m0 All All All
Operating System Ibm Os 400 v5r3m0 All All All
Operating System Ibm Os 400 r520 All All All
Operating System Ibm Os 400 v4r2m0 All All All
Operating System Ibm Os 400 v4r3 All All All
Operating System Ibm Os 400 védr4 All All All
Operating System Ibm Os 400 var5 All All All
Operating System Ibm Os 400 v5r1 All All All
Operating System Ibm Os 400 v5r2m0 All All All
Operating System Ibm Os 400 v5r3m0 All All All
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References

Reference Source Link Tags

IBM OS/400 TCP Packet Security Bypass Weakness BID www.securityfocus.com

IBM notice: The page you requested cannot be displayed AIXAPAR  www-1.ibm.com

IBM OS/400 TCP Packet Processing Security Bypass Issue - Advisories - Secunia SECUNIA  secunia.com Vendor A

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

37792 OSsvDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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