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Summary

CVE CVE-2007-3555

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-04 15:30:00 UTC

Updated 2018-10-15 21:29:00 UTC

Description Cross-site scripting (XSS) vulnerability in index.php in Moodle 1.7.1 allows remote attackers to inject arbitrary web script or HTML via a style expression in the search parameter, a different vulnerability than CVE-2004-1424.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Moodle Moodle 1.7.1 All All All

Application Moodle Moodle 1.7.1 All All All

References

Reference Source

SecurityReason - Moodle XSS / Liesbeth base CMS sensitive information disclosure SREASON

Vulnerability in Moodle MISC

Debian -- Security Information -- DSA-1691-1 moodle DEBIAN

IBM X-Force Exchange XF

[MDL-10341] user search XSS - Moodle Tracker CONFIRM

Moodle Two Cross-Site Scripting Vulnerabilities - Advisories - Secunia SECUNIA

Moodle Index.PHP Cross Site Scripting Vulnerability BID

[1.8.x Resolved] Issue Navigator - Moodle Tracker CONFIRM

SecurityTracker.com Archives - Moodle Input Validation Hole in 'index.php' Style Parameter Permits Cross-Site Scripting Attacks SECTRACK

SecurityFocus BUGTRAQ

Уразливість в Moodle - Websecurity - Веб безпека MISC
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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