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Summary

CVE CVE-2007-3564

State PUBLISHED

Assigner canonical

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-18 17:30:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description libcurl 7.14.0 through 7.16.3, when built with GnuTLS support, does not check SSL/TLS certificate expiration or activation dates, which allows remote attackers to bypass certain access restrictions.

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libcurl Libcurl 7.14 All All All

Application Libcurl Libcurl 7.14.1 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial
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Application Libcurl Libcurl 7.14.1 All All All

Application Libcurl Libcurl 7.15 All All All

Application Libcurl Libcurl 7.15.1 All All All

Application Libcurl Libcurl 7.15.2 All All All

Application Libcurl Libcurl 7.15.3 All All All

Application Libcurl Libcurl 7.16.3 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

www.trustix.org/errata/2007/0023 af854a3a-2127-422b-91ae-364da2661108

cURL - Security Advisory (July 10, 2007) af854a3a-2127-422b-91ae-364da2661108

Debian update for libcurl3-gnutls - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Ubuntu update for curl - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Curl GnuTLS Certificate Verfication Access Validation Vulnerability af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-1333-1 libcurl3-gnutls af854a3a-2127-422b-91ae-364da2661108

cURL/libcURL GnuTLS Security Issue - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Trustix Update for Multiple Packages - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Webmail - OVH af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

USN-484-1: curl vulnerability | Ubuntu af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-07-20 Mark J Cox Not vulnerable. The curl packages as shipped with Red Hat Enterprise Linux versions 2.1, 3, 4 and 5 are not linked against the gnutls library.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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