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AUNACLAUSCRIPAN Certain versions of Vtiger Crm from Vtiger contain the following
’ vulnerability:

The SOAP webservice in vtiger CRM before 5.0.3 does not ensure that
authenticated accounts are active, which allows remote authenticated
users with inactive accounts to access and modify data, as
demonstrated by the Thunderbird plugin.

CVE-2007-3602 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 5.5-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

{9} Tickets Closed in 5.0.3 - vtiger development - Trac 23 CONFIRM trac.vtiger.com/cgi-bin/trac.cgi/report/9

Don"t want products disabled by default — Vtiger 0 MISC forums.vtiger.com/viewtopic.php?p=44233

#3084 (Security issue with inactive users) — Vtiger ) CONFIRM trac.vtiger.com/cgi-

development bin/trac.cgi/ticket/3084

Changeset 10245 — Vtiger development 2 MISC trac.vtiger.com/cgi-

bin/trac.cgi/changeset/10245

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Vtiger Vtiger Crm All All All All

cpe:2.3:a:vtiger:vtiger_crm:

No vendor comments have been submitted for this CVE
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