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CVE CVE-2007-3644
State PUBLIC
Assigner secteam@freebsd.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-14 00:30:00 UTC
Updated 2017-07-29 01:32:00 UTC
Description archive_read_support_format_tar.c in libarchive before 2.2.4 allows user-assisted remote attackers to cause a denial of ser

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Freebsd Libarchive All All All All

Reference Source
38093 OSVDB
38094 OSvDB
#432924 - [CVE-2007-3641, CVE-2007-3644, CVE-2007-3645] various security bugs - Debian Bug report logs CONFIRM
FreeBSD-SA-07:05 FREEBSD
FreeBSD update for libarchive - Advisories - Secunia SECUNIA
libarchive pax Extension Header Denial of Service and Buffer Overflow - Advisories - Secunia SECUNIA
Debian -- Security Information -- DSA-1455-1 libarchive DEBIAN
Gentoo Linux Documentation -- libarchive (formerly named as bsdtar): Multiple PaX Extension Header Vulnerabilities GENTOO
SecurityTracker.com Archives - libarchive Tar/Pax Processing Bugs Let Remote Users Deny Service or Execute Arbitrary Code  SECTRACI
'libarchive' Multiple Remote Vulnerabilities BID

IBM X-Force Exchange XF
security.freebsd.org/patches/SA-07:05/libarchive.patch MISC
Security Announcement SUSE



https://cve.report/
https://cve.report/CVE-2007-3644/mitre
https://cve.report/CVE-2007-3644/nist
https://cve.report/CVE-2007-3644/cve_org
https://cve.report/CVE-2007-3644.pdf
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/libarchive
http://osvdb.org/38093
http://osvdb.org/38094
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=432924
http://security.freebsd.org/advisories/FreeBSD-SA-07:05.libarchive.asc
http://secunia.com/advisories/26062
http://secunia.com/advisories/26050
http://www.debian.org/security/2008/dsa-1455
http://security.gentoo.org/glsa/glsa-200708-03.xml
http://www.securitytracker.com/id?1018379
http://www.securityfocus.com/bid/24885
https://exchange.xforce.ibmcloud.com/vulnerabilities/35402
http://security.freebsd.org/patches/SA-07:05/libarchive.patch
http://www.novell.com/linux/security/advisories/2007_15_sr.html

Security Advisory SA28377 - Debian update for libarchive - Secunia
libarchive

US-CERT Vulnerability Notes

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Gentoo update for libarchive - Advisories - Secunia

CVE Program record

NVD vulnerability detail
4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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http://secunia.com/advisories/28377
http://people.freebsd.org/~kientzle/libarchive/
http://www.kb.cert.org/vuls/id/970849
http://www.vupen.com/english/advisories/2007/2521
http://secunia.com/advisories/26355
https://www.cve.org/CVERecord?id=CVE-2007-3644
https://nvd.nist.gov/vuln/detail/CVE-2007-3644
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