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CVE CVE-2007-3656
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-10 19:30:00 UTC
Updated 2018-10-15 21:29:00 UTC
Description Mozilla Firefox before 1.8.0.13 and 1.8.1.x before 1.8.1.5 does not perform a security zone check when processing a wyciw

/ |

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.0.4 All All All
Application Mozilla Firefox 1.0.5 All All All
Application Mozilla Firefox 1.0.6 All All All
Application Mozilla Firefox 1.0.7 All All All
Application Mozilla Firefox 1.0.8 All All All
Application Mozilla Firefox 1.5 All All All
Application Mozilla Firefox 1.5.0.1 All All All
Application Mozilla Firefox 1.5.0.10 All All All
Application Mozilla Firefox 1.5.0.11 All All All
Application Mozilla Firefox 1.5.0.12 All All All
Application Mozilla Firefox 1.5.0.2 All All All
Application Mozilla Firefox 1.5.0.3 All All All
Application Mozilla Firefox 1.5.04 All All All
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Application Mozilla Firefox 1.5.0.9 All All All
Application Mozilla Firefox 1.5.1 All All All
Application Mozilla Firefox 1.5.2 All All All
Application Mozilla Firefox 1.5.3 All All All
Application Mozilla Firefox 1.5.4 All All All
Application Mozilla Firefox 155 All All All
Application Mozilla Firefox 1.5.6 All All All
Application Mozilla Firefox 1.5.7 All All All
Application Mozilla Firefox 1.5.8 All All All
Application Mozilla Firefox 1.8 All All All
Reference

Red Hat update for firefox - Advisories - Secunia

Webmail - OVH

SecurityReason - Firefox wyciwyg:// cache zone bypass

SecurityFocus

Mozilla Firefox WYCIWYG:// URI Cache Zone Bypass Vulnerability
Debian update for iceape - Advisories - Secunia

Debian -- Security Information -- DSA-1338-1 iceweasel

Slackware update for thunderbird - Advisories - Secunia

Gentoo update for Mozilla Products - Advisories - Secunia

Debian update for xulrunner - Advisories - Secunia
ftp.slackware.com/pub/slackware/slackware-12.0/ChangelLog.txt
Gentoo Linux Documentation -- Mozilla products: Multiple vulnerabilities
Slackware update for seamonkey - Advisories - Secunia

38028

Debian -- Security Information -- DSA-1337-1 xulrunner

rhn.redhat.com | Red Hat Support

Security Tracker.com Archives - Mozilla Firefox 'wyciwyg://' Cache Contents Can Be Accessed By Remote Users
SUSE update for MozillaFirefox, MozillaThunderbird, and Seamonkey - Advisories - Secunia
SecurityFocus

Red Hat update for seamonkey - Advisories - Secunia

SUSE update for MozillaFirefox - Advisories - Secunia

rPath update for firefox and thunderbird - Advisories - Secunia

MFSA 2007-24: Unauthorized access to wyciwyg:// documents


http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://secunia.com/advisories/26103
http://www.vupen.com/english/advisories/2007/4256
http://securityreason.com/securityalert/2872
http://www.securityfocus.com/archive/1/474226/100/0/threaded
http://www.securityfocus.com/bid/24831
http://secunia.com/advisories/26159
http://www.debian.org/security/2007/dsa-1338
http://secunia.com/advisories/26204
http://secunia.com/advisories/26460
http://secunia.com/advisories/25589
ftp://ftp.slackware.com/pub/slackware/slackware-12.0/ChangeLog.txt
http://www.gentoo.org/security/en/glsa/glsa-200708-09.xml
http://secunia.com/advisories/26205
http://osvdb.org/38028
http://www.debian.org/security/2007/dsa-1337
http://www.redhat.com/support/errata/RHSA-2007-0724.html
http://www.securitytracker.com/id?1018411
http://secunia.com/advisories/26271
http://www.securityfocus.com/archive/1/473191/100/0/threaded
http://secunia.com/advisories/26107
http://secunia.com/advisories/26216
http://secunia.com/advisories/26179
http://www.mozilla.org/security/announce/2007/mfsa2007-24.html

Repository / Oval Repository

Sun Solaris Firefox / Thunderbird Multiple Vulnerabilities - Advisories - Secunia

Ubuntu update for firefox - Advisories - Secunia

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia

HPSBUX02153 SSRT061181 rev.7 - HP-UX Running Firefox, Remote Unauthorized Access or Elevation of Privileges or Denial of Service (D¢
Slackware update for firefox - Advisories - Secunia

Firefox "wyciwyg://" Handler Vulnerability - Advisories - Secunia

rhn.redhat.com | Red Hat Support

Mandriva update for mozilla-firefox - Advisories - Secunia

Security Announcement

IBM X-Force Exchange

Debian -- Security Information -- DSA-1339-1 iceape

USN-490-1: Firefox vulnerabilities | Ubuntu

Security update for MozillaFirefox

Advisories | Mandriva

Bug 387333 — [FIX]Junauthorized access to wyciwyg:// documents possible

wrong number (404)

SecurityFocus

#201516: Multiple Security Vulnerabilities in Firefox and Thunderbird for Solaris 10 May Allow Execution of Arbitrary Code and Access to Unai
Debian update for iceweasel - Advisories - Secunia

#201516: Multiple Security Vulnerabilities in Firefox and Thunderbird for Solaris 10 May Allow Execution of Arbitrary Code and Access to Unai
20070701-01-P

CVE Program record

NVD vulnerability detail
1 | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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