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The Java Secure Socket Extension (JSSE) in Sun JDK and JRE 6 Update 1 and earlier, JDK and JRE 5.0 Updates 7 throut
‘\ i

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Sun Jdk 1.5.0 update10 All All
Sun Jdk 1.5.0 update1 All All
Sun Jdk 1.5.0 update? All All
Sun Jak 1.5.0 update8 All All
Sun Jdk 1.5.0 update9 All All
Sun Jak 1.6.0 update All All
Sun Jak 1.5.0 update10 All All
Sun Jdk 1.5.0 update11 All All
Sun Jdk 1.5.0 update?7 All All
Sun Jdk 1.5.0 update8 All All
Sun Jdk 1.5.0 update9 All All
Sun Jdk 1.6.0 update All All
Sun Jre 1.4.2_11 All All All
Sun Jre 14212 All All All
Sun Jre 1.4.2 13 All All All
Sun Jre 1.4.2_14 All All All
Sun Jre 1.5.0 update10 All All
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Application Sun Jre 1.5.0 update1 All All
Application Sun Jre 1.5.0 update?7 All All
Application Sun Jre 1.5.0 update8 All All
Application Sun Jre 1.5.0 update9 All All
Application Sun Jre 1.6.0 update_1 All All
Application Sun Jre 1.42 11 All All All
Application Sun Jre 142 12 All All All
Application Sun Jre 1.42 13 All All All
Application Sun Jre 1.4.2 14 All All All
Application Sun Jre 1.5.0 update10 All All
Application Sun Jre 1.5.0 update11 All All
Application Sun Jre 1.5.0 update?7 All All
Application Sun Jre 1.5.0 update8 All All
Application Sun Jre 1.5.0 update9 All All
Application Sun Jre 1.6.0 update_1 All All
Application Sun Sdk 1.4.2_11 All All All
Application Sun Sdk 1.4.2 12 All All All
Application Sun Sdk 1.4.2_183 All All All
Application Sun Sdk 1.4.2 14 All All All
Application Sun Sdk 1.4.2_11 All All All
Application Sun Sdk 1.4.2 12 All All All
Application Sun Sdk 1.4.2_183 All All All
Application Sun Sdk 1.4.2 14 All All All
Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Slackware update for jdk and jre - Advisories - Secunia

Red Hat update for java-1.5.0-sun - Advisories - Secunia

Gentoo Linux Documentation -- BEA JRockit: Multiple vulnerabilities

Red Hat update for java-1.5.0-bea - Advisories - Secunia

BEA JRockit Multiple Vulnerabilities - Advisories - Secunia

SecurityTracker.com Archives - Java Secure Socket Extension (JSSE) SSL/TLS Handshake Bug Lets Remote Users Deny Service
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

rhn.redhat.com | Red Hat Support
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Cisco - Networking, Cloud, and Cybersecurity Solutions

Red Hat update for java-1.4.2-bea - Advisories - Secunia

Red Hat update for java-1.4.2-bea - Advisories - Secunia

SSRT071465

SUSE update for IBM Java - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Sun JSSE SSL/TLS Handshake Processing Denial Of Service Vulnerability
SUSE update for IBMJava5-JRE and IBMJava5-SDK - Advisories - Secunia

rhn.redhat.com | Red Hat Support

Java Secure Socket Extension Does Not Correctly Process SSL/TLS Handshake Requests Resulting in a Denial of Service (DoS) Condition

[security-announce] SUSE Security Announcement: IBM Java (SUSE-SA:2008:0

Cisco Products Java Secure Socket Extension SSL/TLS Request Denial of Service - Advisories - Secunia

APPLE-SA-2007-12-14 Java Release 6 for Mac OS X 10.4

Java JRE/JDK JSSE DoS and Untrusted Applets Network Security Bypass - Advisories - Secunia

rhn.redhat.com | Red Hat Support

HP OpenView Operations Java JRE/JDK JSSE DoS and Security Bypass - Advisories - Secunia

Gentoo update for jrockit-jdk-bin - Secunia Advisories - Vulnerability Intelligence - Secunia.com

rhn.redhat.com | Red Hat Support

rhn.redhat.com | Red Hat Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
102997

SUSE update for java-1_5_0-ibm - Advisories - Secunia
Repository / Oval Repository

Security update for java-1_5_0-ibm

Vulnerability in Java Secure Socket Extension - Cisco Systems
Mac OS X Java Multiple Vulnerabilities - Advisories - Secunia
IBM X-Force Exchange

36663

About the security content of Java Release 6 for Mac OS X 10.4
Red Hat update for java-1.4.2-ibm - Advisories - Secunia

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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