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Summary

CVE CVE-2007-3711

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-11 23:30:00 UTC

Updated 2018-10-15 21:29:00 UTC

Description Unspecified vulnerability in TOS 2.1.x, 2.2.x before 2.2.5, and 2.5.x before 2.5.2 on TippingPoint IPS allows remote attackers to avoid detection by sending certain fragmented packets.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System 3com Tippingpoint Ips Tos 2.1 All All All

Operating System 3com Tippingpoint Ips Tos 2.1.4.6324 All All All

Operating System 3com Tippingpoint Ips Tos 2.2 All All All

Operating System 3com Tippingpoint Ips Tos 2.2.1 All All All

Operating System 3com Tippingpoint Ips Tos 2.2.1.6506 All All All

Operating System 3com Tippingpoint Ips Tos 2.2.2 All All All

Operating System 3com Tippingpoint Ips Tos 2.2.3 All All All

Operating System 3com Tippingpoint Ips Tos 2.2.4 All All All

Operating System 3com Tippingpoint Ips Tos 2.5 All All All

Operating System 3com Tippingpoint Ips Tos 2.5.1 All All All

Operating System 3com Tippingpoint Ips Tos 2.1 All All All

Operating System 3com Tippingpoint Ips Tos 2.1.4.6324 All All All

Operating System 3com Tippingpoint Ips Tos 2.2 All All All

Operating System 3com Tippingpoint Ips Tos 2.2.1 All All All

Operating System 3com Tippingpoint Ips Tos 2.2.1.6506 All All All

Operating System 3com Tippingpoint Ips Tos 2.2.2 All All All

Operating System 3com Tippingpoint Ips Tos 2.2.3 All All All
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Operating System 3com Tippingpoint Ips Tos 2.2.3 All All All

Operating System 3com Tippingpoint Ips Tos 2.2.4 All All All

Operating System 3com Tippingpoint Ips Tos 2.5 All All All

Operating System 3com Tippingpoint Ips Tos 2.5.1 All All All

References

Reference Source

SecurityFocus BUGTRAQ

20070611 TippingPoint detection bypass FULLDISC

TippingPoint Intrusion Prevention System Fragmented Packet Processing Lets Remote Users Evade Detection - SecurityTracker SECTRACK

3Com TippingPoint IPS Fragmented Packets Detection Bypass - Advisories - Secunia SECUNIA

35969 OSVDB

Webmail- OVH VUPEN

www.cybsec.com/vuln/CYBSEC-Security_Pre-Advisory_3Com_TippingPoint_IPS_Detec... MISC

IBM X-Force Exchange XF

TippingPoint IPS Fragmented Packets Detection Bypass Vulnerability BID

3Com Security Alert: 3COM-07-002 CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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