
CVE-2007-3715
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2007-3715

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-11 23:30:00 UTC

Updated 2018-10-15 21:29:00 UTC

Description Sun Java System Application Server and Web Server 7.0 through 9.0 before 20070710 do not properly process XSLT stylesheets in XSLT transforms in XML signatures, which allows context-dependent attackers to execute an arbitrary Java method via a crafted stylesheet, a related issue to CVE-2007-3716.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Java System Application Server 8.2 All enterprise All

Application Sun Java System Application Server 8.2 All enterprise_linux All

Application Sun Java System Application Server 8.2 All enterprise_sparc All

Application Sun Java System Application Server 8.2 All enterprise_windows All

Application Sun Java System Application Server 8.2 All enterprise_x86 All

Application Sun Java System Application Server 8.2 All platform All

Application Sun Java System Application Server 8.2 All platform_linux All

Application Sun Java System Application Server 8.2 All platform_sparc All

Application Sun Java System Application Server 8.2 All platform_windows All

Application Sun Java System Application Server 8.2 All platform_x86 All

Application Sun Java System Application Server 9.0 All platform All

Application Sun Java System Application Server 9.0 All platform_linux All

Application Sun Java System Application Server 9.0 All platform_sparc All

Application Sun Java System Application Server 9.0 All platform_windows All

Application Sun Java System Application Server 9.0 All platform_x86 All

Application Sun Java System Application Server 8.2 All enterprise All

Application Sun Java System Application Server 8.2 All enterprise_linux All

https://cve.report/
https://cve.report/CVE-2007-3715/mitre
https://cve.report/CVE-2007-3715/nist
https://cve.report/CVE-2007-3715/cve_org
https://cve.report/CVE-2007-3715.pdf
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server
http://cve.report/vendor/sun
http://cve.report/software/sun/java_system_application_server


Application Sun Java System Application Server 8.2 All enterprise_linux All

Application Sun Java System Application Server 8.2 All enterprise_sparc All

Application Sun Java System Application Server 8.2 All enterprise_windows All

Application Sun Java System Application Server 8.2 All enterprise_x86 All

Application Sun Java System Application Server 8.2 All platform All

Application Sun Java System Application Server 8.2 All platform_linux All

Application Sun Java System Application Server 8.2 All platform_sparc All

Application Sun Java System Application Server 8.2 All platform_windows All

Application Sun Java System Application Server 8.2 All platform_x86 All

Application Sun Java System Application Server 9.0 All platform All

Application Sun Java System Application Server 9.0 All platform_linux All

Application Sun Java System Application Server 9.0 All platform_sparc All

Application Sun Java System Application Server 9.0 All platform_windows All

Application Sun Java System Application Server 9.0 All platform_x86 All

Application Sun Java System Web Server 7.0 All All All

Application Sun Java System Web Server 7.0 All hp_ux All

Application Sun Java System Web Server 7.0 All linux All

Application Sun Java System Web Server 7.0 All sparc All

Application Sun Java System Web Server 7.0 All windows All

Application Sun Java System Web Server 7.0 All x86 All

Application Sun Java System Web Server 7.0 All All All

Application Sun Java System Web Server 7.0 All hp_ux All

Application Sun Java System Web Server 7.0 All linux All

Application Sun Java System Web Server 7.0 All sparc All

Application Sun Java System Web Server 7.0 All windows All

Application Sun Java System Web Server 7.0 All x86 All
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www.isecpartners.com/advisories/2007-04-dsig.txt MISC www.isecpartners.com

SecurityFocus BUGTRAQ www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Sun Java System Web / Application Server XSLT Processing Vulnerability - Advisories - Secunia SECUNIA secunia.com

200054 SUNALERT sunsolve.sun.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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