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Summary

CVE CVE-2007-3741

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-27 17:17:00 UTC

Updated 2023-02-13 02:18:00 UTC

Description The (1) psp (aka .tub), (2) bmp, (3) pcx, and (4) psd plugins in gimp allow user-assisted remote attackers to cause a denial of service (crash or memory consumption) via crafted image files, as discovered using the fusil fuzzing tool.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Gimp All All All All

Application Gnu Gimp All All All All

Operating System Mandriva Linux All All All All

Operating System Mandriva Linux All All All All

References

Reference Source Link Tags

Advisories | Mandriva MANDRIVA www.mandriva.com

Support REDHAT www.redhat.com

42128 OSVDB osvdb.org

Mandriva update for gimp - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

access.redhat.com | CVE-2007-3741 MISC access.redhat.com

42130 OSVDB osvdb.org

GIMP Multiple File Plugins Multiple Remote Denial of Service Vulnerabilities BID www.securityfocus.com

Red Hat update for gimp - Advisories - Secunia SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

42129 OSVDB osvdb.org

https://cve.report/
https://cve.report/CVE-2007-3741/mitre
https://cve.report/CVE-2007-3741/nist
https://cve.report/CVE-2007-3741/cve_org
https://cve.report/CVE-2007-3741.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/gimp
http://cve.report/vendor/gnu
http://cve.report/software/gnu/gimp
http://cve.report/vendor/mandriva
http://cve.report/software/mandriva/linux
http://cve.report/vendor/mandriva
http://cve.report/software/mandriva/linux
http://www.mandriva.com/security/advisories?name=MDKSA-2007:170
http://www.redhat.com/support/errata/RHSA-2007-0513.html
http://osvdb.org/42128
http://secunia.com/advisories/26575
https://access.redhat.com/security/cve/CVE-2007-3741
http://osvdb.org/42130
http://www.securityfocus.com/bid/25424
http://secunia.com/advisories/26939
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10099
http://osvdb.org/42129


248053 – (CVE-2007-3741) CVE-2007-3741 Gimp image loader multiple input validation flaws MISC bugzilla.redhat.com

Red Hat Customer Portal MISC access.redhat.com

42131 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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