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Summary

CVE CVE-2007-3757

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-27 21:17:00 UTC

Updated 2022-08-09 13:46:00 UTC

Description Safari in Apple iPhone 1.1.1 allows remote user-assisted attackers to trick the iPhone user into making calls to arbitrary telephone numbers via a crafted "tel:" link that causes iPhone to display a different number than the number that will be dialed.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Apple Iphone 1.0 All All All

Hardware Apple Iphone 1.0.1 All All All

Hardware Apple Iphone 1.0.2 All All All

Hardware Apple Iphone 1.0 All All All

Hardware Apple Iphone 1.0.1 All All All

Hardware Apple Iphone 1.0.2 All All All

Operating System Apple Iphone Os 1.0.1 All All All

Operating System Apple Iphone Os 1.0.2 All All All

Application Apple Safari All All All All

Application Apple Safari All All All All

References

Reference

APPLE-SA-2007-09-27 iPhone v1.1.1 Update

About the security content of the iPhone 1.1.1 Update

Apple iPhone Multiple Vulnerabilities - Advisories - Secunia

38534

https://cve.report/
https://cve.report/CVE-2007-3757/mitre
https://cve.report/CVE-2007-3757/nist
https://cve.report/CVE-2007-3757/cve_org
https://cve.report/api/cve/CVE-2007-3757.json
https://cve.report/CVE-2007-3757.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://lists.apple.com/archives/security-announce/2007/Sep/msg00001.html
http://docs.info.apple.com/article.html?artnum=306586
http://secunia.com/advisories/26983
http://osvdb.org/38534


Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

SecurityTracker.com Archives - Apple iPhone Bugs Let Remote Users Dial Phone Numbers, Execute Arbitrary Code, and Conduct Cross-Site Scripting Attacks

Apple iPhone Unauthorized tel: Initiation Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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