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Summary

CVE CVE-2007-3770

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-15 21:30:00 UTC

Updated 2017-07-29 01:32:00 UTC

Description The terminal_helper_execute function in terminal/terminal.c in Xfce Terminal 0.2.6 allows user-assisted remote attackers to execute arbitrary commands via shell metacharacters in a crafted link, as demonstrated using the "Open Link" functionality.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Os-cillation Xfce Terminal 0.2.6 All All All

Application Os-cillation Xfce Terminal 0.2.6 All All All

References

Reference Source Link

Xfce-Terminal Remote Command Injection Vulnerability BID www.securityfocus.com

Xfce Terminal "Open Link" Command Injection Security Issue - Advisories - Secunia SECUNIA secunia.com

Debian update for xfce4-terminal - Advisories - Secunia SECUNIA secunia.com

38082 OSVDB osvdb.org

Debian -- Security Information -- DSA-1393-1 xfce4-terminal DEBIAN www.debian.org

Xfce Terminal: Remote arbitrary code execution — Gentoo Linux Documentation GENTOO security.gentoo.org

Gentoo Bug 184886 - xfce-extra/terminal: URL handling allows remote shell command execution MISC bugs.gentoo.org

Gentoo update for terminal - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

USN-497-1: xfce4-terminal vulnerability | Ubuntu UBUNTU www.ubuntu.com

Ubuntu update for xfce4-terminal - Advisories - Secunia SECUNIA secunia.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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