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Summary

CVE CVE-2007-3776

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-15 22:30:00 UTC

Updated 2017-07-29 01:32:00 UTC

Description Cisco Unified Communications Manager (CUCM, formerly CallManager) and Unified Presence Server (CUPS) allow remote attackers to obtain sensitive information via unspecified vectors that reveal the SNMP community strings and configuration settings, aka (1) CSCsj20668 and (2) CSCsj25962.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Communications Manager 5.0 All All All

Application Cisco Unified Communications Manager 5.1(1) All All All

Application Cisco Unified Communications Manager 5.1(2) All All All

Application Cisco Unified Communications Manager 5.1\(1\) All All All

Application Cisco Unified Communications Manager 5.1\(2\) All All All

Application Cisco Unified Communications Manager 5.0 All All All

Application Cisco Unified Communications Manager 5.1\(1\) All All All

Application Cisco Unified Communications Manager 5.1\(2\) All All All

Application Cisco Unified Presence Server 1.0 All All All

Application Cisco Unified Presence Server 1.0(1) All All All

Application Cisco Unified Presence Server 1.0(2) All All All

Application Cisco Unified Presence Server 1.0(3) All All All

Application Cisco Unified Presence Server 1.0\(1\) All All All

Application Cisco Unified Presence Server 1.0\(2\) All All All

Application Cisco Unified Presence Server 1.0\(3\) All All All

Application Cisco Unified Presence Server 1.0 All All All

Application Cisco Unified Presence Server 1.0\(1\) All All All
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Application Cisco Unified Presence Server 1.0\(1\) All All All

Application Cisco Unified Presence Server 1.0\(2\) All All All

Application Cisco Unified Presence Server 1.0\(3\) All All All

References
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IBM X-Force Exchange

Cisco - Networking, Cloud, and Cybersecurity Solutions

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityTracker.com Archives - Cisco Unified Communications Manager Lets Remote Users Deny Service and Obtain Sensitive Information

Cisco Unified Communications Manager and Presence Server Security Bypass - Advisories - Secunia

Cisco Unified Communications Manager and Presence Server Unauthorized Access Vulnerabilities

36124

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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