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CVE CVE-2007-3780
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-07-15 22:30:00 UTC
Updated 2018-10-1521:30:00 UTC
Description MySQL Community Server before 5.0.45 allows remote attackers to cause a denial of service (daemon crash) via a malforr

1|

Problem Types: CWE-20 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Mysql Community Server All All All

Language

All

References

Reference

MySQL :: MySQL 3.23, 4.0, 4.1 Reference Manual :: B.1.2 Changes in MySQL 4.1.24 (01 March 2008)
MySQL Denial of Service Vulnerability and Multiple Security Issues - Advisories - Secunia

rPath update for mysql, mysql-bench, and mysql-server - Advisories - Secunia

SecurityFocus

MySQL AB :: MySQL 5.0 Reference Manual :: D.1.2 Release Notes for MySQL Community Server 5.0.45 (04 July 2007)
SUSE Update for Multiple Packages - Advisories - Secunia

Gentoo Linux Documentation -- MySQL: Denial of Service and information leakage

MySQL Authentication Protocol Bug Lets Remote Users Deny Service - SecurityTracker

Security Announcement

Debian update for mysql-dfsg, mysql-dfsg-5.0, and mysql-dfsg-4.1 - Advisories - Secunia

Ubuntu update for mysql - Advisories - Secunia

Red Hat update for mysql - Advisories - Secunia

USN-528-1: MySQL vulnerabilities | Ubuntu security notices
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http://www.securitytracker.com/id?1018629
http://www.novell.com/linux/security/advisories/2007_19_sr.html
http://secunia.com/advisories/27823
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rhn.redhat.com | Red Hat Support REDHAT ww
MySQL Bugs: #28984: crasher on connect with out of range password length in protocol MISC buc
issues.rpath.com/browse/RPL-1536 CONFIRM isst
MySQL Lists: announce: MySQL Community Server 5.0.45 has been released! MLIST liste
36732 OSVDB osv
Support REDHAT ww
Advisories - Mandriva Linux MANDRIVA  ww
Repository / Oval Repository OVAL ova
Mandriva update for mysql - Advisories - Secunia SECUNIA sec
MySQL Access Validation and Denial of Service Vulnerabilities BID ww
Debian -- Security Information -- DSA-1413-1 mysq|l DEBIAN ww
Gentoo update for mysql - Advisories - Secunia SECUNIA sec
Webmail | OVH- OVH VUPEN ww
rPath update for mysql, mysql-bench, and mysql-server - Advisories - Secunia SECUNIA sec
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvd
A | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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