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Summary

CVE CVE-2007-3794

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-15 23:30:00 UTC

Updated 2011-03-08 02:57:00 UTC

Description Buffer overflow in Hitachi Cosminexus V4 through V7, Processing Kit for XML before 20070511, Developer's Kit for Java before 20070312, and third-party products that use this software, allows attackers to have an unknown impact via certain GIF images, related to use of GIF image processing APIs by a Java application.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hitachi Cosminexus Application Server 05_00_05_00_h All All All

Application Hitachi Cosminexus Application Server 05_00_05_00_r All All All

Application Hitachi Cosminexus Application Server 05_01_05_01_k All All All

Application Hitachi Cosminexus Application Server 05_02_05_02_e All All All

Application Hitachi Cosminexus Application Server 05_05_05_00_o All All All

Application Hitachi Cosminexus Application Server 05_05_05_05_h All All All

Application Hitachi Cosminexus Application Server 05_05_05_05_l All All All

Application Hitachi Cosminexus Application Server 06_00_06_00_a All enterprise All

Application Hitachi Cosminexus Application Server 06_00_06_00_a All standard All

Application Hitachi Cosminexus Application Server 06_00_06_00_b All enterprise All

Application Hitachi Cosminexus Application Server 06_00_06_00_b All standard All

Application Hitachi Cosminexus Application Server 06_00_06_00_d All All All

Application Hitachi Cosminexus Application Server 06_00_06_00_d All enterprise All

Application Hitachi Cosminexus Application Server 06_00_06_00_d All standard All

Application Hitachi Cosminexus Application Server 06_00_06_00_e All enterprise All

Application Hitachi Cosminexus Application Server 06_00_06_00_e All standard All

Application Hitachi Cosminexus Application Server 06_00_06_00_g All enterprise All
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Application Hitachi Cosminexus Application Server 06_00_06_00_g All enterprise All

Application Hitachi Cosminexus Application Server 06_00_06_00_g All standard All

Application Hitachi Cosminexus Application Server 06_02_06_02_f All All All

Application Hitachi Cosminexus Application Server 06_02_06_02_f All enterprise All

Application Hitachi Cosminexus Application Server 06_02_06_02_f All standard All

Application Hitachi Cosminexus Application Server 06_50_06_50_b All enterprise All

Application Hitachi Cosminexus Application Server 06_50_06_50_b All standard All

Application Hitachi Cosminexus Application Server 06_50_06_50_c All All All

Application Hitachi Cosminexus Application Server 06_50_06_50_c All enterprise All

Application Hitachi Cosminexus Application Server 06_50_06_50_c All standard All

Application Hitachi Cosminexus Application Server 06_50_06_50_d All enterprise All

Application Hitachi Cosminexus Application Server 06_50_06_50_d All standard All

Application Hitachi Cosminexus Application Server 06_50_06_50_e All enterprise All

Application Hitachi Cosminexus Application Server 06_50_06_50_e All standard All

Application Hitachi Cosminexus Application Server 06_50_06_50_f All enterprise All

Application Hitachi Cosminexus Application Server 06_50_06_50_f All standard All

Application Hitachi Cosminexus Application Server 06_51_06_51_b All All All

Application Hitachi Cosminexus Application Server 06_51_06_51_b All enterprise All

Application Hitachi Cosminexus Application Server 06_51_06_51_b All standard All

Application Hitachi Cosminexus Application Server 06_51_06_51_c All All All

Application Hitachi Cosminexus Application Server 06_51_06_51_g All enterprise All

Application Hitachi Cosminexus Application Server 06_51_06_51_g All standard All

Application Hitachi Cosminexus Application Server 05_00_05_00_h All All All

Application Hitachi Cosminexus Application Server 05_00_05_00_r All All All

Application Hitachi Cosminexus Application Server 05_01_05_01_k All All All

Application Hitachi Cosminexus Application Server 05_02_05_02_e All All All

Application Hitachi Cosminexus Application Server 05_05_05_00_o All All All

Application Hitachi Cosminexus Application Server 05_05_05_05_h All All All

Application Hitachi Cosminexus Application Server 05_05_05_05_l All All All

Application Hitachi Cosminexus Application Server 06_00_06_00_a All enterprise All

Application Hitachi Cosminexus Application Server 06_00_06_00_a All standard All

Application Hitachi Cosminexus Application Server 06_00_06_00_b All enterprise All

Application Hitachi Cosminexus Application Server 06_00_06_00_b All standard All

Application Hitachi Cosminexus Application Server 06_00_06_00_d All All All

Application Hitachi Cosminexus Application Server 06_00_06_00_d All enterprise All

Application Hitachi Cosminexus Application Server 06_00_06_00_d All standard All
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Application Hitachi Cosminexus Application Server 06_00_06_00_e All enterprise All

Application Hitachi Cosminexus Application Server 06_00_06_00_e All standard All

Application Hitachi Cosminexus Application Server 06_00_06_00_g All enterprise All

Application Hitachi Cosminexus Application Server 06_00_06_00_g All standard All

Application Hitachi Cosminexus Application Server 06_02_06_02_f All All All

Application Hitachi Cosminexus Application Server 06_02_06_02_f All enterprise All

Application Hitachi Cosminexus Application Server 06_02_06_02_f All standard All

Application Hitachi Cosminexus Application Server 06_50_06_50_b All enterprise All

Application Hitachi Cosminexus Application Server 06_50_06_50_b All standard All

Application Hitachi Cosminexus Application Server 06_50_06_50_c All All All

Application Hitachi Cosminexus Application Server 06_50_06_50_c All enterprise All

Application Hitachi Cosminexus Application Server 06_50_06_50_c All standard All

Application Hitachi Cosminexus Application Server 06_50_06_50_d All enterprise All

Application Hitachi Cosminexus Application Server 06_50_06_50_d All standard All

Application Hitachi Cosminexus Application Server 06_50_06_50_e All enterprise All

Application Hitachi Cosminexus Application Server 06_50_06_50_e All standard All

Application Hitachi Cosminexus Application Server 06_50_06_50_f All enterprise All

Application Hitachi Cosminexus Application Server 06_50_06_50_f All standard All

Application Hitachi Cosminexus Application Server 06_51_06_51_b All All All

Application Hitachi Cosminexus Application Server 06_51_06_51_b All enterprise All

Application Hitachi Cosminexus Application Server 06_51_06_51_b All standard All

Application Hitachi Cosminexus Application Server 06_51_06_51_c All All All

Application Hitachi Cosminexus Application Server 06_51_06_51_g All enterprise All

Application Hitachi Cosminexus Application Server 06_51_06_51_g All standard All

Application Hitachi Cosminexus Client 06_00_06_00_g All All All

Application Hitachi Cosminexus Client 06_02_06_02_f All All All

Application Hitachi Cosminexus Client 06_50_06_50_e All All All

Application Hitachi Cosminexus Client 06_51_06_51_g All All All

Application Hitachi Cosminexus Client 06_00_06_00_g All All All

Application Hitachi Cosminexus Client 06_02_06_02_f All All All

Application Hitachi Cosminexus Client 06_50_06_50_e All All All

Application Hitachi Cosminexus Client 06_51_06_51_g All All All

Application Hitachi Cosminexus Developer 05_00_05_00_h All All All

Application Hitachi Cosminexus Developer 05_01_05_01_k All All All

Application Hitachi Cosminexus Developer 05_05_05_05_o All All All

Application Hitachi Cosminexus Developer 06_00_06_00_g All light All
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Application Hitachi Cosminexus Developer 06_00_06_00_g All light All

Application Hitachi Cosminexus Developer 06_00_06_00_g All professional All

Application Hitachi Cosminexus Developer 06_00_06_00_g All standard All

Application Hitachi Cosminexus Developer 06_02_06_02_f All light All

Application Hitachi Cosminexus Developer 06_02_06_02_f All professional All

Application Hitachi Cosminexus Developer 06_02_06_02_f All standard All

Application Hitachi Cosminexus Developer 06_50_06_50_e All light All

Application Hitachi Cosminexus Developer 06_50_06_50_e All professional All

Application Hitachi Cosminexus Developer 06_50_06_50_e All standard All

Application Hitachi Cosminexus Developer 06_51_06_51_g All light All

Application Hitachi Cosminexus Developer 06_51_06_51_g All professional All

Application Hitachi Cosminexus Developer 06_51_06_51_g All standard All

Application Hitachi Cosminexus Developer 05_00_05_00_h All All All

Application Hitachi Cosminexus Developer 05_01_05_01_k All All All

Application Hitachi Cosminexus Developer 05_05_05_05_o All All All

Application Hitachi Cosminexus Developer 06_00_06_00_g All light All

Application Hitachi Cosminexus Developer 06_00_06_00_g All professional All

Application Hitachi Cosminexus Developer 06_00_06_00_g All standard All

Application Hitachi Cosminexus Developer 06_02_06_02_f All light All

Application Hitachi Cosminexus Developer 06_02_06_02_f All professional All

Application Hitachi Cosminexus Developer 06_02_06_02_f All standard All

Application Hitachi Cosminexus Developer 06_50_06_50_e All light All

Application Hitachi Cosminexus Developer 06_50_06_50_e All professional All

Application Hitachi Cosminexus Developer 06_50_06_50_e All standard All

Application Hitachi Cosminexus Developer 06_51_06_51_g All light All

Application Hitachi Cosminexus Developer 06_51_06_51_g All professional All

Application Hitachi Cosminexus Developer 06_51_06_51_g All standard All

Application Hitachi Cosminexus Server 04_00_04_00_a All standard All

Application Hitachi Cosminexus Server 04_00_04_00_a All web All

Application Hitachi Cosminexus Server 04_01_04_01_a All standard All

Application Hitachi Cosminexus Server 04_01_04_01_a All web All

Application Hitachi Cosminexus Server 04_00_04_00_a All standard All

Application Hitachi Cosminexus Server 04_00_04_00_a All web All

Application Hitachi Cosminexus Server 04_01_04_01_a All standard All

Application Hitachi Cosminexus Server 04_01_04_01_a All web All

Application Hitachi Cosminexus Studio 04_00_04_00_a All standard All
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Application Hitachi Cosminexus Studio 04_00_04_00_a All web All

Application Hitachi Cosminexus Studio 04_01_04_01_a All standard All

Application Hitachi Cosminexus Studio 04_01_04_01_a All web All

Application Hitachi Cosminexus Studio 05_05_05_05_o All All All

Application Hitachi Cosminexus Studio 04_00_04_00_a All standard All

Application Hitachi Cosminexus Studio 04_00_04_00_a All web All

Application Hitachi Cosminexus Studio 04_01_04_01_a All standard All

Application Hitachi Cosminexus Studio 04_01_04_01_a All web All

Application Hitachi Cosminexus Studio 05_05_05_05_o All All All

Application Hitachi Ucosminexus Application Server 06_70_06_70_a All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_70_a All standard All

Application Hitachi Ucosminexus Application Server 06_70_06_70_b All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_70_b All standard All

Application Hitachi Ucosminexus Application Server 06_70_06_70_c All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_70_c All standard All

Application Hitachi Ucosminexus Application Server 06_70_06_70_d All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_70_d All standard All

Application Hitachi Ucosminexus Application Server 06_70_06_70_h All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_70_h All standard All

Application Hitachi Ucosminexus Application Server 06_70_06_72 All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_72 All standard All

Application Hitachi Ucosminexus Application Server 06_71_06_71_b All enterprise All

Application Hitachi Ucosminexus Application Server 06_71_06_71_b All standard All

Application Hitachi Ucosminexus Application Server 07_00 All enterprise All

Application Hitachi Ucosminexus Application Server 07_00 All standard All

Application Hitachi Ucosminexus Application Server 07_00_07_10 All enterprise All

Application Hitachi Ucosminexus Application Server 07_00_07_10 All standard All

Application Hitachi Ucosminexus Application Server 07_00_07_20 All enterprise All

Application Hitachi Ucosminexus Application Server 07_00_07_20 All standard All

Application Hitachi Ucosminexus Application Server 07_10 All enterprise All

Application Hitachi Ucosminexus Application Server 07_10 All standard All

Application Hitachi Ucosminexus Application Server 06_70_06_70_a All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_70_a All standard All

Application Hitachi Ucosminexus Application Server 06_70_06_70_b All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_70_b All standard All
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Application Hitachi Ucosminexus Application Server 06_70_06_70_c All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_70_c All standard All

Application Hitachi Ucosminexus Application Server 06_70_06_70_d All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_70_d All standard All

Application Hitachi Ucosminexus Application Server 06_70_06_70_h All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_70_h All standard All

Application Hitachi Ucosminexus Application Server 06_70_06_72 All enterprise All

Application Hitachi Ucosminexus Application Server 06_70_06_72 All standard All

Application Hitachi Ucosminexus Application Server 06_71_06_71_b All enterprise All

Application Hitachi Ucosminexus Application Server 06_71_06_71_b All standard All

Application Hitachi Ucosminexus Application Server 07_00 All enterprise All

Application Hitachi Ucosminexus Application Server 07_00 All standard All

Application Hitachi Ucosminexus Application Server 07_00_07_10 All enterprise All

Application Hitachi Ucosminexus Application Server 07_00_07_10 All standard All

Application Hitachi Ucosminexus Application Server 07_00_07_20 All enterprise All

Application Hitachi Ucosminexus Application Server 07_00_07_20 All standard All

Application Hitachi Ucosminexus Application Server 07_10 All enterprise All

Application Hitachi Ucosminexus Application Server 07_10 All standard All

Application Hitachi Ucosminexus Client 06_70_06_70_b All All All

Application Hitachi Ucosminexus Client 06_71_06_71_b All All All

Application Hitachi Ucosminexus Client 07_00_07_20 All All All

Application Hitachi Ucosminexus Client 06_70_06_70_b All All All

Application Hitachi Ucosminexus Client 06_71_06_71_b All All All

Application Hitachi Ucosminexus Client 07_00_07_20 All All All

Application Hitachi Ucosminexus Developer 06_70_06_70_b All light All

Application Hitachi Ucosminexus Developer 06_70_06_70_b All professional All

Application Hitachi Ucosminexus Developer 06_70_06_70_b All standard All

Application Hitachi Ucosminexus Developer 06_71_06_71_b All light All

Application Hitachi Ucosminexus Developer 06_71_06_71_b All professional All

Application Hitachi Ucosminexus Developer 06_71_06_71_b All standard All

Application Hitachi Ucosminexus Developer 06_70_06_70_b All light All

Application Hitachi Ucosminexus Developer 06_70_06_70_b All professional All

Application Hitachi Ucosminexus Developer 06_70_06_70_b All standard All

Application Hitachi Ucosminexus Developer 06_71_06_71_b All light All

Application Hitachi Ucosminexus Developer 06_71_06_71_b All professional All

Application Hitachi Ucosminexus Developer 06_71_06_71_b All standard All
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Application Hitachi Ucosminexus Developer 06_71_06_71_b All standard All

Application Hitachi Ucosminexus Operator 07_00_07_20 All All All

Application Hitachi Ucosminexus Operator 07_00_07_20 All All All

Application Hitachi Ucosminexus Service Architect 07_00_07_20 All All All

Application Hitachi Ucosminexus Service Architect 07_00_07_20 All All All

Application Hitachi Ucosminexus Service Platform 07_00_07_10 All All All

Application Hitachi Ucosminexus Service Platform 07_00_07_20 All All All

Application Hitachi Ucosminexus Service Platform 07_10 All All All

Application Hitachi Ucosminexus Service Platform 07_00_07_10 All All All

Application Hitachi Ucosminexus Service Platform 07_00_07_20 All All All

Application Hitachi Ucosminexus Service Platform 07_10 All All All

Operating System Hp Hp-ux All All All All

Operating System Hp Hp-ux All All All All

Operating System Ibm Aix All All All All

Operating System Ibm Aix All All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Operating System Sun Solaris All All All All

Operating System Sun Solaris All All All All

References

Reference

37851

Hitachi Products Unspecified Buffer Overflow Vulnerability - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Multiple Hitachi Products GIF Image Buffer Overflow Vulnerability

Buffer Overflow Vulnerability of Cosminexus, Processing Kit for XML, and Hitachi Developer's Kit for Java(TM): Software Vulnerability Information: Software: Hitachi

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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