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CVE CVE-2007-3826
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-17 21:30:00 UTC
Updated 2021-07-23 15:04:00 UTC
Description Microsoft Internet Explorer 7 on Windows XP SP2 allows remote attackers to prevent users from leaving a site, spoof the ar

/ |
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft le 7 All All All

Application Microsoft le 7 All All All

Application Microsoft Internet Explorer 7 All All All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 All All

Reference Source Lin
Microsoft Security Bulletin MS07-057 - Critical | Microsoft Docs MS doc
38212 OSVDB oS\
SecurityFocus BUGTRAQ ww
SecurityFocus HP WW

Microsoft Internet Explorer Bugs Let Remote Users Spoof the Address Bar and Execute Arbitrary Code - SecurityTracker SECTRACK  sec

Internet Explorer "document.open()" Method Spoofing Vulnerability - Advisories - Secunia SECUNIA sec
US-CERT Technical Cyber Security Alert TA07-282A -- Microsoft Updates for Multiple Vulnerabilities CERT ww
IBM X-Force Exchange XF exc

wrong number (404) MISC Ica



https://cve.report/
https://cve.report/CVE-2007-3826/mitre
https://cve.report/CVE-2007-3826/nist
https://cve.report/CVE-2007-3826/cve_org
https://cve.report/api/cve/CVE-2007-3826.json
https://cve.report/CVE-2007-3826.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2007/ms07-057
http://osvdb.org/38212
http://www.securityfocus.com/archive/1/473702/100/0/threaded
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SecurityReason - MSIE7 entrapment again (+ FF tidbit) SREASON  sec
Repository / Oval Repository OVAL ove
Microsoft Internet Explorer OnBeforeUnload Javascript Browser Entrapment Vulnerability BID ww
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN ww
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
J i |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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