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Summary

CVE CVE-2007-3845

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-08 01:17:00 UTC

Updated 2023-11-07 02:00:00 UTC

Description Mozilla Firefox before 2.0.0.6, Thunderbird before 1.5.0.13 and 2.x before 2.0.0.6, and SeaMonkey before 1.1.4 allow remote attackers to execute arbitrary commands via certain vectors associated with launching "a file handling program based on the file extension at the end of the URI," a variant of CVE-2007-4041. NOTE: the vendor states that "it is still possible to launch a filetype handler based on extension rather than the registered protocol handler."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows Xp All All All All

Operating System Microsoft Windows Xp All All All All

Application Mozilla Firefox 2.0.0.5 All All All

Application Mozilla Firefox 2.0.0.5 All All All

Application Mozilla Seamonkey 1.1.3 All All All

Application Mozilla Seamonkey 1.1.3 All All All

Application Mozilla Thunderbird 2.0.0.5 All All All

Application Mozilla Thunderbird 2.0.0.5 All All All

References

Reference

Bug 389580 – some schemes with %00 launch unexpected handlers on windows

Debian update for iceweasel - Advisories - Secunia

Webmail - OVH

Webmail- OVH

USN-503-1: Thunderbird vulnerabilities | Ubuntu

Multiple Browser URI Handlers Command Injection Vulnerabilities

https://cve.report/
https://cve.report/CVE-2007-3845/mitre
https://cve.report/CVE-2007-3845/nist
https://cve.report/CVE-2007-3845/cve_org
https://cve.report/api/cve/CVE-2007-3845.json
https://cve.report/CVE-2007-3845.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://bugzilla.mozilla.org/show_bug.cgi?id=389580
http://secunia.com/advisories/26335
http://www.vupen.com/english/advisories/2007/4256
http://www.vupen.com/english/advisories/2008/0082
http://www.ubuntu.com/usn/usn-503-1
http://www.securityfocus.com/bid/25053


Debian -- Security Information -- DSA-1346-1 iceape

SecurityFocus

Debian -- Security Information -- DSA-1344-1 iceweasel

The Slackware Linux Project: Slackware Security Advisories

Debian update for iceape - Advisories - Secunia

Debian update for xulrunner - Advisories - Secunia

Debian -- Security Information -- DSA-1391-1 icedove

Slackware update for firefox - Advisories - Secunia

Sun Solaris Firefox / Thunderbird Multiple Vulnerabilities - Advisories - Secunia

mandriva.com

issues.rpath.com/browse/RPL-1600

HPSBUX02153 SSRT061181 rev.7 - HP-UX Running Firefox, Remote Unauthorized Access or Elevation of Privileges or Denial of Service (DoS) - c00771742 - 

Mandriva update for mozilla-firefox - Advisories - Secunia

rPath update for firefox and thunderbird - Advisories - Secunia

MFSA 2007-27: Unescaped URIs passed to external programs

USN-493-1: Firefox vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-1345-1 xulrunner

Ubuntu update for firefox - Advisories - Secunia

SecurityFocus

Ubuntu update for mozilla-thunderbird - Advisories - Secunia

Support / Security / Advisories / / MDVSA-2008:047 | Mandriva

Debian update for icedove - Advisories - Secunia

Advisories | Mandriva

HPSBUX02156
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CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-10-10 Joshua Bressers Not vulnerable. This issue does not affect the versions of Firefox or Thunderbird as shipped with Red Hat Enterprise Linux.
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There are currently no legacy QID mappings associated with this CVE.
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