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State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-14 17:17:00 UTC
Updated 2018-10-1521:31:00 UTC
Description

/ |

Risk And Classification

Linux kernel 2.4.35 and other versions allows local users to send arbitrary signals to a child process that is running at highe

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Vendor Product Version

Type

Operating System Linux Linux Kernel All

Update

All

Edition

Language

All

References

Reference

SUSE update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com
ASA-2007-474 (RHSA-2007-0939)

Security Announcement

Red Hat update for kernel - Advisories - Secunia

SUSE update for kernel - Advisories - Secunia

USN-510-1: Linux kernel vulnerabilities | Ubuntu

SUSE update for kernel - Advisories - Secunia

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
Support

SUSE update for kernel - Advisories - Secunia

Red Hat update for kernel - Advisories - Secunia

Red Hat update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com

USN-509-1: Linux kernel vulnerabilities | Ubuntu

Source

SECUNIA

CONFIRM

SUSE

SECUNIA

SECUNIA

UBUNTU

SECUNIA

SUSE

REDHAT

SECUNIA

SECUNIA

SECUNIA

UBUNTU

Link Tags
secunia.com
support.avaya.com
www.novell.com
secunia.com
secunia.com
www.ubuntu.com
secunia.com
lists.opensuse.org
www.redhat.com
secunia.com
secunia.com

secunia.com

www.ubuntu.com


https://cve.report/
https://cve.report/CVE-2007-3848/mitre
https://cve.report/CVE-2007-3848/nist
https://cve.report/CVE-2007-3848/cve_org
https://cve.report/api/cve/CVE-2007-3848.json
https://cve.report/CVE-2007-3848.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://secunia.com/advisories/28806
http://support.avaya.com/elmodocs2/security/ASA-2007-474.htm
http://www.novell.com/linux/security/advisories/2007_53_kernel.html
http://secunia.com/advisories/27913
http://secunia.com/advisories/27227
http://www.ubuntu.com/usn/usn-510-1
http://secunia.com/advisories/26664
http://lists.opensuse.org/opensuse-security-announce/2008-03/msg00007.html
http://www.redhat.com/support/errata/RHSA-2008-0787.html
http://secunia.com/advisories/29570
http://secunia.com/advisories/27436
http://secunia.com/advisories/33280
http://www.ubuntu.com/usn/usn-509-1

Repository / Oval Repository

Linux Kernel Parent Process Death Signal Local Security Bypass Weakness

404: File not found

Debian -- Security Information -- DSA-1504-1 kernel-source-2.6.8

'COSEINC Linux Advisory #1: Linux Kernel Parent Process Death Signal' - MARC
SecurityFocus

rPath update for kernel - Advisories - Secunia

250972 — (CVE-2007-3848) CVE-2007-3848 Privilege escalation via PR_SET_PDEATHSIG
rhn.redhat.com | Red Hat Support

SecurityFocus

Ubuntu update for kernel - Advisories - Secunia

rhn.redhat.com | Red Hat Support

USN-508-1: Linux kernel vulnerabilities | Ubuntu

SecurityFocus

Support / Security / Advisories / / MDKSA-2007:196 | Mandriva

Support / Security / Advisories / / MDKSA-2007:195 | Mandriva

Debian -- Security Information -- DSA-1356-1 linux-2.6

Avaya Products Kernel Multiple Vulnerabilities - Advisories - Secunia
issues.rpath.com/browse/RPL-1648

About Secunia Research | Flexera

Debian update for kernel - Advisories - Secunia

Debian -- Security Information -- DSA-1503-1 kernel-source-2.4.27

Ubuntu update for kernel - Advisories - Secunia

'[openwall-announce] Linux 2.4.35-ow2' - MARC

Support

SecurityFocus

Mandriva update for kernel - Advisories - Secunia

Debian update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com
[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
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OVAL

BID
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DEBIAN

BUGTRAQ

BUGTRAQ
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MISC

REDHAT
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SECUNIA

REDHAT

UBUNTU

BUGTRAQ

MANDRIVA

MANDRIVA
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SECUNIA

SECUNIA

DEBIAN

SECUNIA

MLIST

REDHAT

BUGTRAQ

SECUNIA

SECUNIA

SUSE

CVE.ORG

NVD

oval.cisecurity.org
www.securityfocus.com
www.kernel.org
www.debian.org
marc.info
www.securityfocus.com
secunia.com
bugzilla.redhat.com
www.redhat.com
www.securityfocus.com
secunia.com
www.redhat.com
www.ubuntu.com
www.securityfocus.com
www.mandriva.com
www.mandriva.com
www.debian.org
secunia.com
issues.rpath.com
secunia.com
secunia.com
www.debian.org
secunia.com

marc.info
www.redhat.com
www.securityfocus.com
secunia.com
secunia.com
lists.opensuse.org
WWW.CVe.org canon

nvd.nist.gov canon

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.



https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10120
http://www.securityfocus.com/bid/25387
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.22.4
http://www.debian.org/security/2008/dsa-1504
http://marc.info/?l=bugtraq&m=118711306802632&w=2
http://www.securityfocus.com/archive/1/476538/100/0/threaded
http://secunia.com/advisories/26500
http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=CVE-2007-3848
http://www.redhat.com/support/errata/RHSA-2007-0939.html
http://www.securityfocus.com/archive/1/476677/100/0/threaded
http://secunia.com/advisories/26643
http://www.redhat.com/support/errata/RHSA-2007-0940.html
http://www.ubuntu.com/usn/usn-508-1
http://www.securityfocus.com/archive/1/476464/100/0/threaded
http://www.mandriva.com/security/advisories?name=MDKSA-2007:196
http://www.mandriva.com/security/advisories?name=MDKSA-2007:195
http://www.debian.org/security/2007/dsa-1356
http://secunia.com/advisories/27747
https://issues.rpath.com/browse/RPL-1648
http://secunia.com/advisories/27322
http://secunia.com/advisories/26450
http://www.debian.org/security/2008/dsa-1503
http://secunia.com/advisories/26651
http://marc.info/?l=openwall-announce&m=118710356812637&w=2
http://www.redhat.com/support/errata/RHSA-2007-1049.html
http://www.securityfocus.com/archive/1/476803/100/0/threaded
http://secunia.com/advisories/27212
http://secunia.com/advisories/29058
http://lists.opensuse.org/opensuse-security-announce/2008-02/msg00002.html
https://www.cve.org/CVERecord?id=CVE-2007-3848
https://nvd.nist.gov/vuln/detail/CVE-2007-3848

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2007-3848
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


