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Summary

CVE CVE-2007-3849

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-05 01:17:00 UTC

Updated 2017-09-29 01:29:00 UTC

Description Red Hat Enterprise Linux (RHEL) 5 ships the rpm for the Advanced Intrusion Detection Environment (AIDE) before 0.13.1 with a database that lacks checksum information, which allows context-dependent attackers to bypass file integrity checks and modify certain files.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 5.0 All desktop All

Operating System Redhat Enterprise Linux 5.0 All server All

Operating System Redhat Enterprise Linux 5.0 All desktop All

Operating System Redhat Enterprise Linux 5.0 All server All

References

Reference Source Link

40439 OSVDB osvdb.org

Red Hat Advanced Intrusion Detection Environment Checksum Database Weakness BID www.securityfocus.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Bug 236923 – CVE-2007-3849 Rebase aide to 0.13.1 MISC bugzilla.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Red Hat Aide Checksum Database Error May Let Local Users Bypass Detection When Modifying Files - SecurityTracker SECTRACK www.securitytracker.com

Red Hat update for aide - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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