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The init script (sysstat.in) in sysstat 5.1.2 up to 7.1.6 creates /tmp/sysstat.run insecurely, which allows local users to execut:
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
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Application
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Vendor Product Version Update Edition Language
Sysstat Sysstat 5.1.2 All All All
Sysstat Sysstat 5.1.3 All All All
Sysstat Sysstat 5.1.4 All All All
Sysstat Sysstat 515 All All All
Sysstat Sysstat 6.0.0 All All All
Sysstat Sysstat 6.0.1 All All All
Sysstat Sysstat 6.0.2 All All All
Sysstat Sysstat 6.0.3 All All All
Sysstat Sysstat 6.0.4 All All All
Sysstat Sysstat 6.0.5 All All All
Sysstat Sysstat 7.0.0 All All All
Sysstat Sysstat 7.0.1 All All All
Sysstat Sysstat 7.0.2 All All All
Sysstat Sysstat 7.0.3 All All All
Sysstat Sysstat 7.0.4 All All All
Sysstat Sysstat 711 All All All
Sysstat Sysstat 712 All All All
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Application Sysstat Sysstat 713 All All All
Application Sysstat Sysstat 714 All All All
Application Sysstat Sysstat 7.1.5 All All All
Application Sysstat Sysstat 7.1.6 All All All
Application Sysstat Sysstat 5.1.2 All All All
Application Sysstat Sysstat 5.1.3 All All All
Application Sysstat Sysstat 5.1.4 All All All
Application Sysstat Sysstat 5.1.5 All All All
Application Sysstat Sysstat 6.0.0 All All All
Application Sysstat Sysstat 6.0.1 All All All
Application Sysstat Sysstat 6.0.2 All All All
Application Sysstat Sysstat 6.0.3 All All All
Application Sysstat Sysstat 6.0.4 All All All
Application Sysstat Sysstat 6.0.5 All All All
Application Sysstat Sysstat 7.0.0 All All All
Application Sysstat Sysstat 7.0.1 All All All
Application Sysstat Sysstat 7.0.2 All All All
Application Sysstat Sysstat 7.0.3 All All All
Application Sysstat Sysstat 7.04 All All All
Application Sysstat Sysstat 711 All All All
Application Sysstat Sysstat 7.1.2 All All All
Application Sysstat Sysstat 7.1.3 All All All
Application Sysstat Sysstat 7.1.4 All All All
Application Sysstat Sysstat 7.1.5 All All All
Application Sysstat Sysstat 7.1.6 All All All
Reference Source Link Tags
251200 — (CVE-2007-3852) CVE-2007-3852 sysstat insecure temporary file usage ~ MISC bugzilla.redhat.com
Red Hat Customer Portal MISC access.redhat.com

188808 — >=app-admin/sysstat-7.1 Insecure temporary file usage (CVE-2007-3852) CONFIRM bugs.gentoo.org

Sysstat Insecure Temporary File Creation Vulnerability BID www.securityfocus.com
CVE-2007-3852 - Red Hat Customer Portal MISC access.redhat.com
Sysstat systat.in Insecure Temporary Files - Advisories - Secunia SECUNIA  secunia.com Vendor ,

Support REDHAT  www.redhat.com Vendor ,



http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
http://cve.report/vendor/sysstat
http://cve.report/software/sysstat/sysstat
https://bugzilla.redhat.com/show_bug.cgi?id=251200
https://access.redhat.com/errata/RHSA-2011:1005
https://bugs.gentoo.org/show_bug.cgi?id=188808
http://www.securityfocus.com/bid/25380
https://access.redhat.com/security/cve/CVE-2007-3852
http://secunia.com/advisories/26527
http://www.redhat.com/support/errata/RHSA-2011-1005.html

IBM X-Force Exchange Xk exchange.xtorce.iomcloud.com

39709 OSsvDB osvdb.org
CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonici

gl

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-05-12 Joshua Bressers This issue did not affect the versions of sysstat as shipped with Red Hat Enterprise Linux 2.
|
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There are currently no legacy QID mappings associated with this CVE.
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