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Summary

CVE CVE-2007-3924

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-21 00:30:00 UTC

Updated 2023-11-07 02:00:00 UTC

Description Argument injection vulnerability in Microsoft Internet Explorer, when running on systems with Netscape installed and certain URIs registered, allows remote attackers to conduct cross-browser scripting attacks and execute arbitrary commands via shell metacharacters in a -chrome argument to the navigatorurl URI, which are inserted into the command line that is created when invoking netscape.exe, a related issue to CVE-2007-3670. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie All All All All

Application Microsoft Ie All All All All

Application Microsoft Internet Explorer All All All All

Application Netscape Navigator 9.0 beta2 All All

Application Netscape Navigator 9.0 beta2 All All

References

Reference Source Link

sla.ckers.org web application security forum :: Full Disclosure :: Cross Browser Scripting 2 (IE pwns Netscape Navigator 9) sla.ckers.org

sla.ckers.org web application security forum :: Full Disclosure :: Cross Browser Scripting 2 (IE pwns Netscape Navigator 9) MISC sla.ckers.org

Netscape "navigatorurl" URI Handler Registration Vulnerability - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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