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Summary

CVE CVE-2007-3931

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-21 00:30:00 UTC

Updated 2008-11-15 06:54:00 UTC

Description The wrap_setuid_third_party_application function in the installation script for the Samsung SCX-4200 Driver 2.00.95 adds setuid permissions to third party applications such as xsane and xscanimage, which allows local users to gain privileges.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Samsung Scx-4200 Driver 2.00.95 All All All

Application Samsung Scx-4200 Driver 2.00.95 All All All

References

Reference Source Link Tags

Samsung SCX-4200 Driver Installation Script Privilege Escalation - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Samsung Linux Printer Driver SetUID Script Local Privilege Escalation Vulnerability BID www.securityfocus.com Vendor Advisory

Forums: Ooo s'ouvre en root et non en user normal MISC linuxfr.org

38214 OSVDB osvdb.org

Slashdot | Major Security Hole In Samsung Linux Drivers MISC it.slashdot.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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