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Summary

CVE CVE-2007-3947

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-24 00:30:00 UTC

Updated 2018-10-15 21:32:00 UTC

Description request.c in lighttpd 1.4.15 allows remote attackers to cause a denial of service (daemon crash) by sending an HTTP request with duplicate headers, as demonstrated by a request containing two Location header lines, which results in a segmentation fault.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lighttpd Lighttpd All All All All

References

Reference Source

Debian update for lighttpd - Advisories - Secunia SECUNIA

rPath update for lighttpd - Advisories - Secunia SECUNIA

Lighttpd Multiple Code Execution, Denial of Service and Information Disclosure Vulnerabilities BID

lighttpd Multiple Vulnerabilities - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

Gentoo update for lighttpd - Advisories - Secunia SECUNIA

Security Announcement SUSE

Debian -- Security Information -- DSA-1362-2 lighttpd DEBIAN

38313 OSVDB

Gentoo Linux Documentation -- Lighttpd: Multiple vulnerabilities GENTOO

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

#1232 (Repeatable --- SIGSEGV (Segmentation fault) @ 0 (0) ---) - lighttpd - secure, fast, compliant, and very flexible web-server - Trac CONFIRM

Changeset 1869 – lighttpd – Trac MISC

https://cve.report/
https://cve.report/CVE-2007-3947/mitre
https://cve.report/CVE-2007-3947/nist
https://cve.report/CVE-2007-3947/cve_org
https://cve.report/api/cve/CVE-2007-3947.json
https://cve.report/CVE-2007-3947.pdf
http://cve.report/vendor/lighttpd
http://cve.report/software/lighttpd/lighttpd
http://secunia.com/advisories/26593
http://secunia.com/advisories/26158
http://www.securityfocus.com/bid/24967
http://secunia.com/advisories/26130
http://www.securityfocus.com/archive/1/474131/100/0/threaded
http://secunia.com/advisories/26505
http://www.novell.com/linux/security/advisories/2007_15_sr.html
http://www.debian.org/security/2007/dsa-1362
http://osvdb.org/38313
http://security.gentoo.org/glsa/glsa-200708-11.xml
http://www.vupen.com/english/advisories/2007/2585
http://trac.lighttpd.net/trac/ticket/1232
http://trac.lighttpd.net/trac/changeset/1869


CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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