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mod_access.c in lighttpd 1.4.15 ignores trailing / (slash) characters in the URL, which allows remote attackers to bypass url
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition Language

Lighttpd Lighttpd Al Al Al Al

References

Reference Source
Changeset 1871 - lighttpd - secure, fast, compliant, and very flexible web-server - Trac MISC
Debian update for lighttpd - Advisories - Secunia SECUNIA
lighttpd 1.4.16 - Let's ship it CONFIRM
rPath update for lighttpd - Advisories - Secunia SECUNIA
Lighttpd Multiple Code Execution, Denial of Service and Information Disclosure Vulnerabilities BID
lighttpd Multiple Vulnerabilities - Advisories - Secunia SECUNIA
SecurityFocus BUGTRAQ
Gentoo update for lighttpd - Advisories - Secunia SECUNIA

#1230 (appending / to URL breaks access-deny setting) - lighttpd - secure, fast, compliant, and very flexible web-server - Trac  CONFIRM

Security Announcement SUSE
Debian -- Security Information -- DSA-1362-2 lighttpd DEBIAN
Gentoo Linux Documentation -- Lighttpd: Multiple vulnerabilities GENTOO
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690341 Free Berkeley Software Distribution (FreeBSD) Security Update for lighttpd (fc9c217e-3791-11dc-bb1a-000fea449b8a)
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