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CVE-2007-3962

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2007-07-25 17:30:00 UTC

2008-11-15 05:00:00 UTC

Multiple stack-based buffer overflows in fsplib.c in fsplib before 0.9 might allow remote attackers to execute arbitrary code v

Risk And Classification

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition

Fsp C Library All All All All

Language

References

Reference Source
FSPLIB Library Multiple Remote Vulnerabilities BID

gFTP Multiple Vulnerabilities - Advisories - Secunia SECUNIA
38569 OSVDB
Gentoo Linux Documentation -- gFTP: Multiple vulnerabilities GENTOO
fsplib Multiple Vulnerabilities - Advisories - Secunia SECUNIA
Gentoo Bug 188252 - net-ftp/gftp < 2.0.18-r6 uses vulnerable fsplib code (CVE-2007-3961, CVE-2007-3962) CONFIRM
38570 OSsvDB
CVS Info for project fsp MISC
CVS Info for project fsp CONFIRM
CVS Info for project fsp MISC
Support / Security / Advisories / / MDVSA-2008:018 | Mandriva MANDRIVA
Gentoo update for gftp - Advisories - Secunia SECUNIA
CVE Program record CVE.ORG

Link
www.securityfo
secunia.com
osvdb.org
security.gentoo
secunia.com
bugs.gentoo.or¢
osvdb.org
fsp.cvs.sourceft
fsp.cvs.sourceft
fsp.cvs.sourcef
www.mandriva.
secunia.com

WwWw.cve.org


https://cve.report/
https://cve.report/CVE-2007-3962/mitre
https://cve.report/CVE-2007-3962/nist
https://cve.report/CVE-2007-3962/cve_org
https://cve.report/api/cve/CVE-2007-3962.json
https://cve.report/CVE-2007-3962.pdf
http://cve.report/vendor/fsp
http://cve.report/software/fsp/c_library
http://www.securityfocus.com/bid/25034
http://secunia.com/advisories/26378
http://osvdb.org/38569
http://security.gentoo.org/glsa/glsa-200711-01.xml
http://secunia.com/advisories/26184
http://bugs.gentoo.org/show_bug.cgi?id=188252
http://osvdb.org/38570
http://fsp.cvs.sourceforge.net/fsp/fsplib/fsplib.c?r1=1.17&r2=1.18
http://fsp.cvs.sourceforge.net/fsp/fsplib/ChangeLog?revision=1.17&view=markup
http://fsp.cvs.sourceforge.net/fsp/fsplib/fsplib.c?r1=1.21&r2=1.22
http://www.mandriva.com/security/advisories?name=MDVSA-2008:018
http://secunia.com/advisories/27501
https://www.cve.org/CVERecord?id=CVE-2007-3962
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-08-10 Mark J Cox  Not vulnerable. fsplib is part of gftp in Red Hat Enterprise Linux 5, but this issue does not affect |

-l
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There are currently no legacy QID mappings associated with this CVE.
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