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CVE CVE-2007-3968
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-25 17:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description index.php in dirLIST before 0.1.1 allows remote attackers to list the contents of an excluded folder via a modified URL cont¢

Risk And Classification

|L

Primary CVSS: v3.1 5.3 MEDIUM from ADP
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

Problem Types: CWE-264 | CWE-863 | n/a | CWE-863 CWE-863 Incorrect Authorization

Version Source Type Score Severity Vector

3.1 ADP DECLARED 5.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
3.1 134c704f-9b21-4f2e-91b3-42467353bccO  Secondary 5.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:P/I:N/A:N
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

>onfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:N

w s

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dirlist Dirlist Php All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link

dirLIST "folder" Directory Traversal and Security Bypass - Advisories - Secunia  af854a3a-2127-422b-91ae-364da2661108 secunia.com

Page not found - SourceForge.net af854a3a-2127-422b-91ae-364da2661108  sourceforge.ne
dirLIST Information Disclosure And Security Bypass Vulnerabilities af854a8a-2127-422b-91ae-364da2661108 www.securityfc
CVE Program record CVE.ORG Www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

/

No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mappinas associated with this CVE.


http://cve.report/vendor/dirlist
http://cve.report/software/dirlist/dirlist_php
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/26144
http://sourceforge.net/project/shownotes.php?release_id=524378
http://www.securityfocus.com/bid/24987
https://www.cve.org/CVERecord?id=CVE-2007-3968
https://nvd.nist.gov/vuln/detail/CVE-2007-3968
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