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CVE CVE-2007-3970
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2007-07-25 17:30:00 UTC
Updated 2024-02-02 16:56:00 UTC
Description Race condition in ESET NOD32 Antivirus before 2.2289 allows remote attackers to execute arbitrary code via a crafted CAl
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Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Eset Nod32 Antivirus All All
Application Eset Software Nod32 Antivirus All All

Edition Language
All All
All All

References

Reference

Best 7 Best Internet Security Software in 2019

Best 7 Best Internet Security Software in 2019

ESET NOD32 Antivirus Multiple Remote Vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

www.eset.com/joomla/index.php

NOD32 Antivirus Multiple File Processing Vulnerabilities - Advisories - Secunia

37976

SecurityFocus

NOD32 Antivirus CAB parsing Arbitrary Code Execution Advisory - CXSecurity.com

www.nruns.com/%5Bn.runs-SA-2007.016%5D%20-%20N0OD32%20Antivirus%20CAB%20pars...

www.nruns.com/%5Bn.runs-SA-2007.016%5D%20-%20N0OD32%20Antivirus%20CAB%20pars...

Source

MISC

MISC

BID

VUPEN

XF

CONFIRM

SECUNIA

OSVDB

BUGTRAQ

SREASON

Link

WWW.Nruns.com
WWW.Nruns.com
www.securityfocus.com
Www.vupen.com
exchange.xforce.ibmcloud.c
www.eset.com
secunia.com

osvdb.org
WWW.Nruns.com
www.securityfocus.com
WWW.Nruns.com

securityreason.com


https://cve.report/
https://cve.report/CVE-2007-3970/mitre
https://cve.report/CVE-2007-3970/nist
https://cve.report/CVE-2007-3970/cve_org
https://cve.report/CVE-2007-3970.pdf
http://cve.report/vendor/eset
http://cve.report/software/eset/nod32_antivirus
http://cve.report/vendor/eset_software
http://cve.report/software/eset_software/nod32_antivirus
http://www.nruns.com/%5Bn.runs-SA-2007.016%5D%20-%20NOD32%20Antivirus%20CAB%20parsing%20Arbitrary%20Code%20Execution%20Advisory.txt
http://www.nruns.com/%5Bn.runs-SA-2007.016%5D%20-%20NOD32%20Antivirus%20CAB%20parsing%20Arbitrary%20Code%20Execution%20Advisory.pdf
http://www.securityfocus.com/bid/24988
http://www.vupen.com/english/advisories/2007/2602
https://exchange.xforce.ibmcloud.com/vulnerabilities/35526
http://www.eset.com/joomla/index.php?option=com_content&task=view&id=3469&Itemid=26
http://secunia.com/advisories/26124
http://osvdb.org/37976
http://www.nruns.com/%255Bn.runs-SA-2007.016%255D%20-%20NOD32%20Antivirus%20CAB%20parsing%20Arbitrary%20Code%20Execution%20Advisory.txt
http://www.securityfocus.com/archive/1/474244/100/0/threaded
http://www.nruns.com/%255Bn.runs-SA-2007.016%255D%20-%20NOD32%20Antivirus%20CAB%20parsing%20Arbitrary%20Code%20Execution%20Advisory.pdf
http://securityreason.com/securityalert/2922
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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