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Summary

CVE CVE-2007-4000

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-05 10:17:00 UTC

Updated 2020-01-21 15:45:00 UTC

Description The kadm5_modify_policy_internal function in lib/kadm5/srv/svr_policy.c in the Kerberos administration daemon (kadmind) in MIT Kerberos 5 (krb5) 1.5 through 1.6.2 does not properly check return values when the policy does not exist, which might allow remote authenticated users with the "modify policy" privilege to execute arbitrary code via unspecified vectors that trigger a write to an uninitialized pointer.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mit Kerberos 5 1.5 All All All

Application Mit Kerberos 5 1.5.1 All All All

Application Mit Kerberos 5 1.5.2 All All All

Application Mit Kerberos 5 1.5.3 All All All

Application Mit Kerberos 5 1.6 All All All

Application Mit Kerberos 5 1.6.1 All All All

Application Mit Kerberos 5 1.6.2 All All All

Application Mit Kerberos 5 1.5 All All All

Application Mit Kerberos 5 1.5.1 All All All

Application Mit Kerberos 5 1.5.2 All All All

Application Mit Kerberos 5 1.5.3 All All All

Application Mit Kerberos 5 1.6 All All All

Application Mit Kerberos 5 1.6.1 All All All

Application Mit Kerberos 5 1.6.2 All All All
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Repository / Oval Repository OVAL

MIT Kerberos 5 kadmind Server Uninitialized Pointer Remote Code Execution Vulnerability BID

US-CERT Vulnerability Note VU#377544 CERT-VN

Red Hat update for krb5 - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

SecurityTracker.com Archives - Kerberos kadmind Stack Overflow and Uninitialized Pointer Lets Remote Users Execute Arbitrary Code SECTRACK

SecurityReason - MIT krb5 Security Advisory 2007-006 SREASON

Webmail - OVH VUPEN

web.mit.edu/Kerberos/advisories/MITKRB5-SA-2007-006.txt CONFIRM

[#RPL-1696] RPL:1 krb5 multiple issues CVE-2007-3999 CVE-2007-4743 - rPath Issue Tracking System CONFIRM

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA

[SECURITY] Fedora 7 Update: krb5-1.6.1-3.fc7 FEDORA

Security Announcement SUSE

IBM X-Force Exchange XF

Kerberos Multiple Vulnerabilities - Advisories - Secunia SECUNIA

Bug 250976 – CVE-2007-4000 krb5 kadmind uninitialized pointer MISC

Mandriva update for krb5 - Advisories - Secunia SECUNIA

Advisories | Mandriva MANDRIVA

Gentoo Linux Documentation -- MIT Kerberos 5: Multiple vulnerabilities GENTOO

Fedora update for krb5 - Advisories - Secunia SECUNIA

Gentoo update for mit-krb5 - Advisories - Secunia SECUNIA

rhn.redhat.com | Red Hat Support REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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