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CVE CVE-2007-4045
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-07-27 22:30:00 UTC
Updated 2020-12-23 15:20:00 UTC
Description The CUPS service, as used in SUSE Linux before 20070720 and other Linux distributions, allows remote attackers to caus

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Edition

All

All

All

All

Language
All
All
All

All

Type Vendor Product Version Update

Application Apple Cups All All

Application Apple Cups All All

Operating System Fedoraproject Fedora 7 All

Operating System Fedoraproject Fedora 7 All
References

Reference

CUPS SSL Negotiation Unspecified Remote Denial of Service Vulnerability

Gentoo Linux Documentation -- CUPS: Multiple vulnerabilities

Red Hat update for cups - Advisories - Secunia

Gentoo Bug 199195 - net-print/cups < 1.2.12-r3 SSL DoS due to fix for CVE-2007-0720 (CVE-2007-4045)
rhn.redhat.com | Red Hat Support

Repository / Oval Repository

Gentoo update for cups - Advisories - Secunia

[SECURITY] Fedora 7 Update: cups-1.2.12-7.fc7

rhn.redhat.com | Red Hat Support

Security Announcement

Source

BID

GENTOO

SECUNIA

CONFIRM

REDHAT

OVAL

SECUNIA

FEDORA

REDHAT

SUSE

Link
www.securityfocus
www.gentoo.org
secunia.com
bugs.gentoo.org
www.redhat.com
oval.cisecurity.org
secunia.com
www.redhat.com
www.redhat.com

www.novell.com


https://cve.report/
https://cve.report/CVE-2007-4045/mitre
https://cve.report/CVE-2007-4045/nist
https://cve.report/CVE-2007-4045/cve_org
https://cve.report/api/cve/CVE-2007-4045.json
https://cve.report/CVE-2007-4045.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://www.securityfocus.com/bid/26524
http://www.gentoo.org/security/en/glsa/glsa-200712-14.xml
http://secunia.com/advisories/27577
http://bugs.gentoo.org/show_bug.cgi?id=199195
http://www.redhat.com/support/errata/RHSA-2007-1023.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9303
http://secunia.com/advisories/28113
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00238.html
http://www.redhat.com/support/errata/RHSA-2007-1022.html
http://www.novell.com/linux/security/advisories/2007_14_sr.html

Bug 250161 — CVE-2007-4045 Incomplete fix for CVE-2007-0720 CUPS denial of service CONFIRM  bugzilla.redhat.cor

Advisories | Mandriva MANDRIVA  www.mandriva.cor
ASA-2007-476 (RHSA-2007-1023) CONFIRM  support.avaya.con
Fedora update for cups - Advisories - Secunia SECUNIA secunia.com
CVE Program record CVE.ORG  www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

/]

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-11-09 Mark J Cox  The Red Hat Security Response Team has rated this issue as having low security impact. Upda
1 |

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/27615
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