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CVE CVE-2007-4066
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2007-09-21 19:17:00 UTC
Updated 2017-09-29 01:29:00 UTC
Description Multiple buffer overflows in Xiph.Org libvorbis before 1.2.0 allow context-dependent attackers to cause a denial of service o

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Xiph.org Libvorbis All All All

All

Language

References

Reference

#300 (encoding crashes sometimes with EXCEPTION_ACCESS_VIOLATION) - Xiph - Trac
svn.xiph.org/trunk/vorbis/ CHANGES

trac.xiph.org/changeset/13211

trac.xiph.org/changeset/13215

trac.xiph.org/changeset/13170

#8583 (vorbisfile is still deadlockable with I/O callback failures) - Xiph - Trac

Gentoo Linux Documentation -- libvorbis: Multiple vulnerabilities

Mandriva update for libvorbis - Advisories - Secunia

trac.xiph.org/changeset/13162

Red Hat update for libvorbis - Advisories - Secunia

SUSE Update for Multiple Packages - Advisories - Secunia

Bug 249780 — CVE-2007-4065 Multiple libvorbis flaws (CVE-2007-4066, CVE-2007-4029)

SecurityTracker.com Archives - libvorbis Bugs Let Remote Users Deny Service or Execute Arbitrary Code

Source

CONFIRM

MISC

MISC

MISC

MISC

MISC

GENTOO

SECUNIA

MISC

SECUNIA

SECUNIA

CONFIRM

SECTRACK

Link

trac.xiph.org
svn.xiph.org
trac.xiph.org
trac.xiph.org
trac.xiph.org
trac.xiph.org
security.gentoo.or
secunia.com
trac.xiph.org
secunia.com
secunia.com
bugzilla.redhat.col

securitytracker.col


https://cve.report/
https://cve.report/CVE-2007-4066/mitre
https://cve.report/CVE-2007-4066/nist
https://cve.report/CVE-2007-4066/cve_org
https://cve.report/CVE-2007-4066.pdf
http://cve.report/vendor/xiph.org
http://cve.report/software/xiph.org/libvorbis
https://trac.xiph.org/ticket/300
http://svn.xiph.org/trunk/vorbis/CHANGES
https://trac.xiph.org/changeset/13211
https://trac.xiph.org/changeset/13215
https://trac.xiph.org/changeset/13170
https://trac.xiph.org/ticket/853
http://security.gentoo.org/glsa/glsa-200710-03.xml
http://secunia.com/advisories/27170
https://trac.xiph.org/changeset/13162
http://secunia.com/advisories/24923
http://secunia.com/advisories/27439
https://bugzilla.redhat.com/show_bug.cgi?id=249780
http://securitytracker.com/id?1018712

Repository / Oval Repository OVAL oval.cisecurity.org

Red Hat update for libvorbis - Advisories - Secunia SECUNIA secunia.com
trac.xiph.org/changeset/13168 CONFIRM trac.xiph.org
rhn.redhat.com | Red Hat Support REDHAT www.redhat.com
Debian update for libvorbis - Advisories - Secunia SECUNIA secunia.com
Support / Security / Advisories / / MDKSA-2007:194 | Mandriva MANDRIVA  www.mandriva.col
Gentoo update for libvorbis - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com
Debian -- Security Information -- DSA-1471-1 libvorbis DEBIAN www.debian.org
trac.xiph.org/changeset/13169 MISC trac.xiph.org
Security Announcement SUSE www.novell.com
Support REDHAT www.redhat.com
trac.xiph.org/changeset/13172 MISC trac.xiph.org
CVE Program record CVE.ORG WWW.CVe.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11453
http://secunia.com/advisories/26865
https://trac.xiph.org/changeset/13168
http://www.redhat.com/support/errata/RHSA-2007-0845.html
http://secunia.com/advisories/28614
http://www.mandriva.com/security/advisories?name=MDKSA-2007:194
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http://www.novell.com/linux/security/advisories/2007_23_sr.html
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