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Summary

CVE CVE-2007-4074

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-30 17:30:00 UTC

Updated 2018-10-15 21:33:00 UTC

Description The default configuration of Centre for Speech Technology Research (CSTR) Festival 1.95 beta (aka 2.0 beta) on Gentoo Linux, SUSE Linux, and possibly other distributions, is run locally with elevated privileges without requiring authentication, which allows local and remote attackers to execute arbitrary commands via the local daemon on port 1314, a different vulnerability than CVE-2001-0956. 

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Centre For Speech Technology Research Gentoo Linux festival_1.95_beta All All All

Operating System Centre For Speech Technology Research Gentoo Linux festival_1.95_beta All All All

Operating System Suse Suse Linux All All All All

Operating System Suse Suse Linux All All All All

References

Reference Source Link

[security-announce] SUSE Security Summary Report SUSE-SR:2007:021 SUSE lists.opensuse.org

Festival Insecure Command Local Privilege Escalation and Remote Code Execution Vulnerability BID www.securityfocus.com

Gentoo Bug 170477 - app-accessibility/festival: privilege elevation with current default setup CONFIRM bugs.gentoo.org

SecurityFocus BUGTRAQ www.securityfocus.com

SUSE Updates for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Gentoo festival Privilege Escalation - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- Festival: Privilege elevation GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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