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Summary

CVE CVE-2007-4103

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-31 10:17:00 UTC

Updated 2018-10-15 21:33:00 UTC

Description The IAX2 channel driver (chan_iax2) in Asterisk Open 1.2.x before 1.2.23, 1.4.x before 1.4.9, and Asterisk Appliance Developer Kit before 0.6.0, when configured to allow unauthenticated calls, allows remote attackers to cause a denial of service (resource exhaustion) via a flood of calls that do not complete a 3-way handshake, which causes an ast_channel to be allocated but not released.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Digium Asterisk 1.2.20 All All All

Application Digium Asterisk 1.2.21 All All All

Application Digium Asterisk 1.2.21.1 All All All

Application Digium Asterisk 1.2.22 All All All

Application Digium Asterisk 1.4.5 All All All

Application Digium Asterisk 1.4.7 All All All

Application Digium Asterisk 1.4.7.1 All All All

Application Digium Asterisk 1.4.8 All All All

Application Digium Asterisk 1.2.20 All All All

Application Digium Asterisk 1.2.21 All All All

Application Digium Asterisk 1.2.21.1 All All All

Application Digium Asterisk 1.2.22 All All All

Application Digium Asterisk 1.4.5 All All All

Application Digium Asterisk 1.4.7 All All All

Application Digium Asterisk 1.4.7.1 All All All

Application Digium Asterisk 1.4.8 All All All

Application Digium Asterisknow Pre-release beta6 All All All
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Application Digium Asterisknow Pre-release beta6 All All All

Application Digium Asterisknow Pre-release beta6 All All All

Application Digium Asterisk Appliance Developer Kit 0.5.0 All All All

Application Digium Asterisk Appliance Developer Kit 0.5.0 All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

Gentoo Bug 185713 - net-misc/asterisk Multiple issues (CVE-2007-{376[234]|4103}) CONFIRM bugs.gentoo.org

Resource exhaustion vulnerability in IAX2 channel driver - CXSecurity.com SREASON securityreason.com

SecurityTracker.com Archives - Asterisk IAX2 Channel Driver Resource Consumption Bug Lets Remote Users Deny Service SECTRACK www.securitytracker.com

Gentoo update for asterisk - Advisories - Secunia SECUNIA secunia.com

ftp.digium.com/pub/asa/ASA-2007-018.pdf CONFIRM ftp.digium.com

Asterisk IAX2 Channel Driver Denial of Service - Advisories - Secunia SECUNIA secunia.com

38197 OSVDB osvdb.org

Webmail - OVH VUPEN www.vupen.com

Gentoo Linux Documentation -- Asterisk: Multiple vulnerabilities GENTOO security.gentoo.org

Asterisk Multiple Remote Denial of Service Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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