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CVE CVE-2007-4129
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-08 11:46:00 UTC
Updated 2017-09-29 01:29:00 UTC
Description CoolKey 1.1.0 allows local users to overwrite arbitrary files via a symlink attack on temporary files in the /tmp/.pk11ipc1/ dir¢
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Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Fedoraproject Coolkey 1.1.0 All All All
Application Fedoraproject Coolkey 1.1.0 All All All
Operating System Redhat Enterprise Linux 5.0 All client All
Operating System Redhat Enterprise Linux 5.0 All client_workstation All
Operating System Redhat Enterprise Linux 5.0 All server All
Operating System Redhat Enterprise Linux 5.0 All client All
Operating System Redhat Enterprise Linux 5.0 All client_workstation All
Operating System Redhat Enterprise Linux 5.0 All server All
Reference Source Link Tags
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Red Hat update for coolkey - Advisories - Secunia SECUNIA  secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

40435 OSvDB osvdb.org

CoolKey PK11IPC1 Insecure Temporary File Creation Vulnerability BID www.securityfocus.com Patch
Bug 251774 — CVE-2007-4129 coolkey file and directory permission flaw CONFIRM  bugzilla.redhat.com



https://cve.report/
https://cve.report/CVE-2007-4129/mitre
https://cve.report/CVE-2007-4129/nist
https://cve.report/CVE-2007-4129/cve_org
https://cve.report/api/cve/CVE-2007-4129.json
https://cve.report/CVE-2007-4129.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/coolkey
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/coolkey
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://exchange.xforce.ibmcloud.com/vulnerabilities/38330
http://secunia.com/advisories/27591
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11413
http://osvdb.org/40435
http://www.securityfocus.com/bid/26369
https://bugzilla.redhat.com/show_bug.cgi?id=251774

rhn.redhat.com | Red Hat Support REDHAT  www.redhat.com Patch

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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