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CVE CVE-2007-4136
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-14 00:46:00 UTC
Updated 2017-09-29 01:29:00 UTC
Description The ricci daemon in Red Hat Conga 0.10.0 allows remote attackers to cause a denial of service (loss of new connections) t
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Conga 0.10.0 All All All

Application Redhat Conga 0.10.0 All All All

Reference Source Link

336101 — (CVE-2007-4136) CVE-2007-4136 ricci is vulnerable to a connect DoS attack CONFIRM bugzilla.redhat.com
IBM X-Force Exchange XF exchange.xforce.ibr
Red Hat Conga "ricci" Denial of Service Vulnerability - Advisories - Secunia SECUNIA secunia.com

SecurityTracker.com Archives - Conga ricci Daemon Connection Limit Lets Remote Users Deny Service SECTRACK  securitytracker.com

Conga ricci Connection Limit Remote Denial Of Service Vulnerability BID www.securityfocus.
Repository / Oval Repository OVAL oval.cisecurity.org
rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2007-4136/mitre
https://cve.report/CVE-2007-4136/nist
https://cve.report/CVE-2007-4136/cve_org
https://cve.report/api/cve/CVE-2007-4136.json
https://cve.report/CVE-2007-4136.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/conga
http://cve.report/vendor/redhat
http://cve.report/software/redhat/conga
https://bugzilla.redhat.com/show_bug.cgi?id=336101
https://exchange.xforce.ibmcloud.com/vulnerabilities/38358
http://secunia.com/advisories/27611
http://securitytracker.com/id?1018921
http://www.securityfocus.com/bid/26393
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9871
http://rhn.redhat.com/errata/RHSA-2007-0640.html
https://www.cve.org/CVERecord?id=CVE-2007-4136
https://nvd.nist.gov/vuln/detail/CVE-2007-4136

There are currently no legacy QID mappings associated with this CVE.
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