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Summary

CVE CVE-2007-4137

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-18 19:17:00 UTC

Updated 2023-11-07 02:00:00 UTC

Description Off-by-one error in the QUtf8Decoder::toUnicode function in Trolltech Qt 3 allows context-dependent attackers to cause a denial of service (crash) via a crafted Unicode string that triggers a heap-based buffer overflow. NOTE: Qt 4 has the same error in the QUtf8Codec::convertToUnicode function, but it is not exploitable.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Conectiva Linux 10.0 All All All

Operating System Conectiva Linux 9.0 All All All

Operating System Conectiva Linux 10.0 All All All

Operating System Conectiva Linux 9.0 All All All

Operating System Gentoo Linux All All All All

Operating System Gentoo Linux All All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All amd64 All

Operating System Mandrakesoft Mandrake Linux 2007 All All All

Operating System Mandrakesoft Mandrake Linux 2007 All x86_64 All

Operating System Mandrakesoft Mandrake Linux 2007.1 All All All

Operating System Mandrakesoft Mandrake Linux 2007.1 All x86_64 All

Operating System Mandrakesoft Mandrake Linux 9.2 All All All

Operating System Mandrakesoft Mandrake Linux 9.2 All amd64 All

Operating System Mandrakesoft Mandrake Linux 10.0 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All amd64 All

Operating System Mandrakesoft Mandrake Linux 2007 All All All
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Operating System Mandrakesoft Mandrake Linux 2007 All All All

Operating System Mandrakesoft Mandrake Linux 2007 All x86_64 All

Operating System Mandrakesoft Mandrake Linux 2007.1 All All All

Operating System Mandrakesoft Mandrake Linux 2007.1 All x86_64 All

Operating System Mandrakesoft Mandrake Linux 9.2 All All All

Operating System Mandrakesoft Mandrake Linux 9.2 All amd64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All x86_64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 4.0 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 4.0 All x86_64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All x86_64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 4.0 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 4.0 All x86_64 All

Operating System Redhat Enterprise Linux 2.1 All as All

Operating System Redhat Enterprise Linux 2.1 All aw All

Operating System Redhat Enterprise Linux 2.1 All es All

Operating System Redhat Enterprise Linux 3.0 All as All

Operating System Redhat Enterprise Linux 3.0 All es All

Operating System Redhat Enterprise Linux 3.0 All ws All

Operating System Redhat Enterprise Linux 4.0 All as All

Operating System Redhat Enterprise Linux 4.0 All es All

Operating System Redhat Enterprise Linux 4.0 All ws All

Operating System Redhat Enterprise Linux 5.0 All client All

Operating System Redhat Enterprise Linux 5.0 All client_workstation All

Operating System Redhat Enterprise Linux 5.0 All server All

Operating System Redhat Enterprise Linux 2.1 All as All

Operating System Redhat Enterprise Linux 2.1 All aw All

Operating System Redhat Enterprise Linux 2.1 All es All

Operating System Redhat Enterprise Linux 3.0 All as All

Operating System Redhat Enterprise Linux 3.0 All es All

Operating System Redhat Enterprise Linux 3.0 All ws All

Operating System Redhat Enterprise Linux 4.0 All as All

Operating System Redhat Enterprise Linux 4.0 All es All

Operating System Redhat Enterprise Linux 4.0 All ws All

Operating System Redhat Enterprise Linux 5.0 All client All
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Operating System Redhat Enterprise Linux 5.0 All client_workstation All

Operating System Redhat Enterprise Linux 5.0 All server All

Operating System Redhat Linux 2.1 All aw_itanium All

Operating System Redhat Linux 3.0 All All All

Operating System Redhat Linux 4.0 All All All

Operating System Redhat Linux 2.1 All aw_itanium All

Operating System Redhat Linux 3.0 All All All

Operating System Redhat Linux 4.0 All All All

Application Trolltech Qt 3.0 All All All

Application Trolltech Qt 3.0.3 All All All

Application Trolltech Qt 3.0.5 All All All

Application Trolltech Qt 3.1 All All All

Application Trolltech Qt 3.1.1 All All All

Application Trolltech Qt 3.1.2 All All All

Application Trolltech Qt 3.2.1 All All All

Application Trolltech Qt 3.2.3 All All All

Application Trolltech Qt 3.3.0 All All All

Application Trolltech Qt 3.3.1 All All All

Application Trolltech Qt 3.3.2 All All All

Application Trolltech Qt 3.3.3 All All All

Application Trolltech Qt 3.3.4 All All All

Application Trolltech Qt 3.3.5 All All All

Application Trolltech Qt 3.3.6 All All All

Application Trolltech Qt 3.3.7 All All All

Application Trolltech Qt 3.3.8 All All All

Application Trolltech Qt 4.1 All All All

Application Trolltech Qt 4.1.4 All All All

Application Trolltech Qt 4.1.5 All All All

Application Trolltech Qt 4.2 All All All

Application Trolltech Qt 4.2.1 All All All

Application Trolltech Qt 4.2.3 All All All

Application Trolltech Qt 3.0 All All All

Application Trolltech Qt 3.0.3 All All All

Application Trolltech Qt 3.0.5 All All All

Application Trolltech Qt 3.1 All All All

Application Trolltech Qt 3.1.1 All All All
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Application Trolltech Qt 3.1.1 All All All

Application Trolltech Qt 3.1.2 All All All

Application Trolltech Qt 3.2.1 All All All

Application Trolltech Qt 3.2.3 All All All

Application Trolltech Qt 3.3.0 All All All

Application Trolltech Qt 3.3.1 All All All

Application Trolltech Qt 3.3.2 All All All

Application Trolltech Qt 3.3.3 All All All

Application Trolltech Qt 3.3.4 All All All

Application Trolltech Qt 3.3.5 All All All

Application Trolltech Qt 3.3.6 All All All

Application Trolltech Qt 3.3.7 All All All

Application Trolltech Qt 3.3.8 All All All

Application Trolltech Qt 4.1 All All All

Application Trolltech Qt 4.1.4 All All All

Application Trolltech Qt 4.1.5 All All All

Application Trolltech Qt 4.2 All All All

Application Trolltech Qt 4.2.1 All All All

Application Trolltech Qt 4.2.3 All All All

Operating System Ubuntu Ubuntu Linux 6.06_lts All amd64 All

Operating System Ubuntu Ubuntu Linux 6.06_lts All i386 All

Operating System Ubuntu Ubuntu Linux 6.06_lts All powerpc All

Operating System Ubuntu Ubuntu Linux 6.06_lts All sparc All

Operating System Ubuntu Ubuntu Linux 6.10 All amd64 All

Operating System Ubuntu Ubuntu Linux 6.10 All i386 All

Operating System Ubuntu Ubuntu Linux 6.10 All powerpc All

Operating System Ubuntu Ubuntu Linux 6.10 All sparc All

Operating System Ubuntu Ubuntu Linux 7.04 All amd64 All

Operating System Ubuntu Ubuntu Linux 7.04 All i386 All

Operating System Ubuntu Ubuntu Linux 7.04 All powerpc All

Operating System Ubuntu Ubuntu Linux 7.04 All sparc All

Operating System Ubuntu Ubuntu Linux 6.06_lts All amd64 All

Operating System Ubuntu Ubuntu Linux 6.06_lts All i386 All

Operating System Ubuntu Ubuntu Linux 6.06_lts All powerpc All

Operating System Ubuntu Ubuntu Linux 6.06_lts All sparc All

Operating System Ubuntu Ubuntu Linux 6.10 All amd64 All
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Operating System Ubuntu Ubuntu Linux 6.10 All i386 All

Operating System Ubuntu Ubuntu Linux 6.10 All powerpc All

Operating System Ubuntu Ubuntu Linux 6.10 All sparc All

Operating System Ubuntu Ubuntu Linux 7.04 All amd64 All

Operating System Ubuntu Ubuntu Linux 7.04 All i386 All

Operating System Ubuntu Ubuntu Linux 7.04 All powerpc All

Operating System Ubuntu Ubuntu Linux 7.04 All sparc All
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http://securitytracker.com/id?1018688
http://bugs.gentoo.org/show_bug.cgi?id=192472
http://osvdb.org/39384
http://security.gentoo.org/glsa/glsa-200712-08.xml
http://secunia.com/advisories/26882
http://secunia.com/advisories/27275
http://support.avaya.com/elmodocs2/security/ASA-2007-424.htm
http://secunia.com/advisories/28021
http://fedoranews.org/updates/FEDORA-2007-221.shtml
https://www.cve.org/CVERecord?id=CVE-2007-4137
https://nvd.nist.gov/vuln/detail/CVE-2007-4137
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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