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Summary

CVE CVE-2007-4158

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-03 21:17:00 UTC

Updated 2011-04-07 04:00:00 UTC

Description Memory leak in TIBCO Rendezvous (RV) daemon (rvd) 7.5.2, 7.5.3 and 7.5.4 allows remote attackers to cause a denial of service (memory consumption) via a packet with a length field of zero, a different vulnerability than CVE-2006-2830.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Rendezvous 7.5.2 All All All

Application Tibco Rendezvous 7.5.3 All All All

Application Tibco Rendezvous 7.5.4 All All All

Application Tibco Rendezvous 7.5.2 All All All

Application Tibco Rendezvous 7.5.3 All All All

Application Tibco Rendezvous 7.5.4 All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

20070730 Security Testing Enterprise Messaging Systems FULLDISC archives.neohapsis.com

37680 OSVDB osvdb.org

Page not found | Cybersecurity by IRM MISC www.irmplc.com

Information Risk Management Plc. - Advisory 025 MISC www.irmplc.com

TIBCO Rendezvous Bugs Disclose Potentially Sensitive Information and Let Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

[VIM] CVE-2007-4158 == CVE-2007-5553? VIM www.attrition.org

TIBCO Rendezvous RVD Daemon Remote Denial Of Service Vulnerabilities BID www.securityfocus.com
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TIBCO Rendezvous Multiple Denial of Service Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Information Risk Management Plc. - Vendor Alerts - 0days MISC www.irmplc.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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