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Summary

CVE CVE-2007-4174

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-07 10:17:00 UTC

Updated 2017-07-29 01:32:00 UTC

Description Tor before 0.1.2.16, when ControlPort is enabled, does not properly restrict commands to localhost port 9051, which allows remote attackers to modify the torrc configuration file, compromise anonymity, and have other unspecified impact via HTTP POST data containing commands without valid authentication, as demonstrated by an HTML form (1) hosted on a web site or (2) injected by a Tor exit node.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tor Tor 0.1.2.1 alpha All All

Application Tor Tor 0.1.2.10 All All All

Application Tor Tor 0.1.2.11 All All All

Application Tor Tor 0.1.2.12 All All All

Application Tor Tor 0.1.2.13 All All All

Application Tor Tor 0.1.2.14 All All All

Application Tor Tor 0.1.2.2 All All All

Application Tor Tor 0.1.2.3 alpha All All

Application Tor Tor 0.1.2.4 All All All

Application Tor Tor 0.1.2.5 All All All

Application Tor Tor 0.1.2.5 alpha All All

Application Tor Tor 0.1.2.6 alpha All All

Application Tor Tor 0.1.2.7 alpha All All

Application Tor Tor 0.1.2.8 beta All All

Application Tor Tor 0.1.2.9 All All All

Application Tor Tor All All All All

Application Tor Tor 0.1.2.1 alpha All All
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Application Tor Tor 0.1.2.1 alpha All All

Application Tor Tor 0.1.2.10 All All All

Application Tor Tor 0.1.2.11 All All All

Application Tor Tor 0.1.2.12 All All All

Application Tor Tor 0.1.2.13 All All All

Application Tor Tor 0.1.2.14 All All All

Application Tor Tor 0.1.2.2 All All All

Application Tor Tor 0.1.2.3 alpha All All

Application Tor Tor 0.1.2.4 All All All

Application Tor Tor 0.1.2.5 All All All

Application Tor Tor 0.1.2.5 alpha All All

Application Tor Tor 0.1.2.6 alpha All All

Application Tor Tor 0.1.2.7 alpha All All

Application Tor Tor 0.1.2.8 beta All All

Application Tor Tor 0.1.2.9 All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Tor ControlPort Authentication Bug Lets Remote Users Modify the 'torrc' Configuration File - SecurityTracker SECTRACK www.securitytracker.com

Tor security advisory: cross-protocol http form attack MLIST archives.seul.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Tor ControlPort "torrc" Rewrite Vulnerability - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Tor 0.1.2.16 is released MLIST archives.seul.org

Tor ControlPort Missing Authentication Unauthorized Access Vulnerability BID www.securityfocus.com

36271 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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