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Summary

CVE CVE-2007-4220

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-29 01:17:00 UTC

Updated 2017-07-29 01:32:00 UTC

Description Directory traversal vulnerability in Motorola Timbuktu Pro before 8.6.5 for Windows allows remote attackers to create or delete arbitrary files via a .. (dot dot) in a Send request, probably related to the (1) Send and (2) Exchange services.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Motorola Timbuktu 8.6.3.1367 All pro All

Application Motorola Timbuktu 8.6.3.1367 All pro All

References

Reference

20070827 Motorola Timbuktu Pro Directory Traversal Vulnerability

Motorola Timbuktu Pro Directory Traversal Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

ftp-xo.netopia.com/evaluation/docs/timbuktu/win/865/relnotes/TB2Win865Evalrn.pdf

Motorola/Netopia Timbuktu Buffer Overflows Let Remote Users Execute Arbitrary Code and Directory Traversal Bug Lets Remote Users Create/Delete Arbitrary Messages - SecurityTracker

Motorola Timbuktu Pro Directory Traversal and Buffer Overflows - Advisories - Secunia

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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