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EZPhotoSales 1.9.3 and earlier stores sensitive information under the web root with insufficient access control, which allow
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Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Ez Photo Sales Ez Photo Sales 1.9.3 All All All
Ez Photo Sales Ez Photo Sales 1.9.3 All All All

References

Reference Source Link
IBM X-Force Exchange XF exch
EZPhotoSales 1.9.3 Multiple Vulnerabilities - CXSecurity.com SREASON  secu
EZPhotoSales Multiple Vulnerabilities - Secunia.com SECUNIA  secu
EZPhotoSales Multiple Input Validation Vulnerabilities BID www
IBM X-Force Exchange XF exch
InformIT: Security Reference Guide > How Bugs Can Give Attackers Access to Protected Portions of a Web App, Part 1 MISC WWW
Airscanner Mobile Security Advisory MISC WwWw
SecurityFocus BUGTRAQ www
InformIT: Security Reference Guide > How Bugs Can Give Attackers Access to Protected Portions of a Web App, Part2  MISC WwWw
CVE Program record CVE.ORG www
NVD vulnerability detail NVD nvd.1
‘ |



https://cve.report/
https://cve.report/CVE-2007-4261/mitre
https://cve.report/CVE-2007-4261/nist
https://cve.report/CVE-2007-4261/cve_org
https://cve.report/api/cve/CVE-2007-4261.json
https://cve.report/CVE-2007-4261.pdf
http://cve.report/vendor/ez_photo_sales
http://cve.report/software/ez_photo_sales/ez_photo_sales
http://cve.report/vendor/ez_photo_sales
http://cve.report/software/ez_photo_sales/ez_photo_sales
https://exchange.xforce.ibmcloud.com/vulnerabilities/35841
http://securityreason.com/securityalert/2985
http://secunia.com/advisories/26341
http://www.securityfocus.com/bid/25323
https://exchange.xforce.ibmcloud.com/vulnerabilities/35840
http://www.informit.com/guides/content.asp?g=security&seqNum=267
http://www.airscanner.com/security/07080601_ezphotosales.htm
http://www.securityfocus.com/archive/1/475678/100/0/threaded
http://www.informit.com/guides/content.asp?g=security&seqNum=268
https://www.cve.org/CVERecord?id=CVE-2007-4261
https://nvd.nist.gov/vuln/detail/CVE-2007-4261

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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