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Summary

CVE CVE-2007-4308

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-13 21:17:00 UTC

Updated 2018-10-15 21:34:00 UTC

Description The (1) aac_cfg_open and (2) aac_compat_ioctl functions in the SCSI layer ioctl path in aacraid in the Linux kernel before 2.6.23-rc2 do not check permissions for ioctls, which might allow local users to cause a denial of service or gain privileges.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adaptec Aacraid Controller All All All All

Application Adaptec Aacraid Controller All All All All

Operating System Linux Linux Kernel 2.6.23 rc1 All All

Operating System Linux Linux Kernel 2.6.23 rc1 All All

References

Reference Source Link

SUSE update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

ASA-2007-474 (RHSA-2007-0939) CONFIRM support.avaya.com

Linux Kernel AACRAID Driver Local Security Bypass Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com

USN-510-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

VMware ESX Server Multiple Updates - Advisories - Secunia SECUNIA secunia.com

404: File not found CONFIRM kernel.org

[Security-announce] VMSA-2008-0003 Moderate: Updated aacraid driver and samba and python service console updates MLIST lists.vmware.com

Debian -- Security Information -- DSA-1363-1 linux-2.6 DEBIAN www.debian.org
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Repository / Oval Repository OVAL oval.cisecurity.org

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE lists.opensuse.org

Support REDHAT www.redhat.com

SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com

Red Hat update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

USN-509-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Linux Kernel AACRAID Driver IOCTL Security Bypass - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1504-1 kernel-source-2.6.8 DEBIAN www.debian.org
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rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com
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USN-508-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
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SecurityFocus BUGTRAQ www.securityfocus.com
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Avaya Products Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
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LKML: Alan Cox: [PATCH] aacraid: Resend, Fix security hole CONFIRM lkml.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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