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Summary

CVE CVE-2007-4311

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-13 21:17:00 UTC

Updated 2023-11-07 02:01:00 UTC

Description The xfer_secondary_pool function in drivers/char/random.c in the Linux kernel 2.4 before 2.4.35 performs reseed operations on only the first few bytes of a buffer, which might make it easier for attackers to predict the output of the random number generator, related to incorrect use of the sizeof operator.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

404: File not found CONFIRM www.kernel.org

git.kernel.org git.kernel.org

git.kernel.org CONFIRM git.kernel.org

git.kernel.org git.kernel.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

git.kernel.org CONFIRM git.kernel.org

Debian -- Security Information -- DSA-1503-1 kernel-source-2.4.27 DEBIAN www.debian.org

404: File not found CONFIRM www.kernel.org

Linux Kernel Random.C Device Reseed Weakness BID www.securityfocus.com

Debian update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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http://www.vupen.com/english/advisories/2007/2690
http://git.kernel.org/?p=linux/kernel/git/stable/linux-2.4.34.y.git;a=commit;h=faa3369ac2ea7feb0dd266b6a5e8d6ab153cf925
http://www.debian.org/security/2008/dsa-1503
http://www.kernel.org/pub/linux/kernel/v2.4/ChangeLog-2.4.35
http://www.securityfocus.com/bid/25029
http://secunia.com/advisories/29058
https://www.cve.org/CVERecord?id=CVE-2007-4311
https://nvd.nist.gov/vuln/detail/CVE-2007-4311


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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