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Summary

CVE CVE-2007-4324

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-14 00:17:00 UTC

Updated 2018-10-15 21:34:00 UTC

Description ActionScript 3 (AS3) in Adobe Flash Player 9.0.47.0, and other versions and other 9.0.124.0 and earlier versions, allows remote attackers to bypass the Security Sandbox Model, obtain sensitive information, and port scan arbitrary hosts via a Flash (SWF) movie that specifies a connection to make, then uses timing discrepancies from the SecurityErrorEvent error to determine whether a port is open or not. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flash Player All All All All
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SecurityFocus
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https://cve.report/
https://cve.report/CVE-2007-4324/mitre
https://cve.report/CVE-2007-4324/nist
https://cve.report/CVE-2007-4324/cve_org
https://cve.report/api/cve/CVE-2007-4324.json
https://cve.report/CVE-2007-4324.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://lists.opensuse.org/opensuse-security-announce/2008-11/msg00001.html
http://www.redhat.com/support/errata/RHSA-2008-0945.html
http://www.gentoo.org/security/en/glsa/glsa-200801-07.xml
http://secunia.com/advisories/32759
http://support.avaya.com/elmodocs2/security/ASA-2009-020.htm
http://scan.flashsec.org/
http://securityreason.com/securityalert/2995
http://secunia.com/advisories/32448
http://www.securityfocus.com/archive/1/475961/100/0/threaded
http://support.nortel.com/go/main.jsp?cscat=BLTNDETAIL&DocumentOID=834256&poid=
http://secunia.com/advisories/33390
http://www.redhat.com/support/errata/RHSA-2007-1126.html
http://securitytracker.com/id?1019116


Repository / Oval Repository

[security-announce] SUSE Security Announcement: flash-player (SUSE-SA:20

ASA-2008-440 (RHSA-2008-0980)

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Sun Solaris update for Adobe Flash Player - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Support

Red Hat update for flash-plugin - Secunia Advisories - Vulnerability Intelligence - Secunia.com

kb.adobe.com/selfservice/viewContent.do

Adobe - Developer Center : Understanding the security changes in Flash Player 10

238305

Red Hat update for flash-plugin - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SUSE update for flash-player - Advisories - Secunia

About Secunia Research | Flexera

Adobe - Security Advisories : APSB08-18: Flash Player update available to address security vulnerabilities

248586

Adobe ActionScript SecurityErrorEvent Security Bypass Vulnerability

Gentoo update for netscape-flash - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA07-355A -- Adobe Updates for Multiple Vulnerabilities

Adobe - Security Advisories : APSB07-20: Flash Player update available to address security vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Adobe Flash Player Multiple Vulnerabilities - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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