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Description

/ |

Risk And Classification

Array index error in the DCTStream::readProgressiveDataUnit method in xpdf/Stream.cc in Xpdf 3.02pl1, as used in popple

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Xpdf Xpdf 3.0.1_pl1 All
Application Xpdf Xpdf 3.0.1_pl1 All

Edition

All

All

Language
All

All

References

Reference

Debian -- Security Information -- DSA-1509-1 koffice

rPath update for cups, poppler, and tetex - Advisories - Secunia

Xpdf Multiple Remote Stream.CC Vulnerabilities

Poppler "Stream.cc" Multiple Vulnerabilities - Advisories - Secunia
Webmail | OVH- OVH

Xpdf Bugs in streams and t1lib Let Remote Users Execute Arbitrary Code - Security Tracker
KDE and KOffice "Stream.cc" Multiple Vulnerabilities - Advisories - Secunia
SUSE update for xpdf - Advisories - Secunia

Debian -- Security Information -- DSA-1480-1 poppler

Support

Support / Security / Advisories / / MDKSA-2007:223 | Mandriva

IBM X-Force Exchange

Source

DEBIAN

SECUNIA

BID

SECUNIA

VUPEN

SECTRACK

SECUNIA

SECUNIA

DEBIAN

REDHAT

MANDRIVA

XF

Link

www.debian.org
secunia.com
www.securityfocus.com
secunia.com
www.vupen.com
www.securitytracker.com
secunia.com
secunia.com
www.debian.org
www.redhat.com
www.mandriva.com

exchange.xforce.ibmcloud.con


https://cve.report/
https://cve.report/CVE-2007-4352/mitre
https://cve.report/CVE-2007-4352/nist
https://cve.report/CVE-2007-4352/cve_org
https://cve.report/CVE-2007-4352.pdf
http://cve.report/vendor/xpdf
http://cve.report/software/xpdf/xpdf
http://cve.report/vendor/xpdf
http://cve.report/software/xpdf/xpdf
http://www.debian.org/security/2008/dsa-1509
http://secunia.com/advisories/27856
http://www.securityfocus.com/bid/26367
http://secunia.com/advisories/27553
http://www.vupen.com/english/advisories/2007/3776
http://www.securitytracker.com/id?1018905
http://secunia.com/advisories/27578
http://secunia.com/advisories/27642
http://www.debian.org/security/2008/dsa-1480
http://www.redhat.com/support/errata/RHSA-2007-1030.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:223
https://exchange.xforce.ibmcloud.com/vulnerabilities/38306

Support / Security / Advisories / / MDKSA-2007:222 | Mandriva
Support / Security / Advisories / / MDKSA-2007:221 | Mandriva
Support / Security / Advisories / / MDKSA-2007:220 | Mandriva
SUSE update for kdegraphics3-pdf - Advisories - Secunia
Fedora update for koffice - Advisories - Secunia

Red Hat update for cups - Advisories - Secunia
rhn.redhat.com | Red Hat Support

Support / Security / Advisories / / MDKSA-2007:230 | Mandriva

Slackware update for koffice, kdegraphics, and xpdf - Advisories - Secunia

Fedora update for xpdf - Advisories - Secunia

PTeX: Multiple vulnerabilities — Gentoo Linux Documentation
Gentoo Linux Documentation -- CSTeX: Multiple vulnerabilities
[SECURITY] Fedora 8 Update: poppler-0.6.2-1.fc8

Gentoo update for ptex - Advisories - Secunia
issues.rpath.com/browse/RPL-1926

Xpdf "Stream.cc" Multiple Vulnerabilities - Advisories - Secunia
Red Hat update for poppler - Advisories - Secunia

Ubuntu update for poppler - Advisories - Secunia

[SECURITY] Fedora 7 Update: tetex-3.0-40.3.fc7

Xpdf "Stream.cc" Multiple Vulnerabilities - Secunia Research - Secunia
www.kde.org/info/security/advisory-20071107-1.txt

Security update for koffice

Support

Support / Security / Advisories / / MDKSA-2007:228 | Mandriva
SecurityFocus

rhn.redhat.com | Red Hat Support

Security update for poppler

Webmail | OVH- OVH

Support / Security / Advisories / / MDKSA-2007:227 | Mandriva
rhn.redhat.com | Red Hat Support

Ubuntu update for koffice - Advisories - Secunia

[SECURITY] Fedora 7 Update: cups-1.2.12-7.fc7

Gentoo Linux Documentation -- Poppler, KDE: User-assisted execution of arbitrary code

SUSE update for poppler - Advisories - Secunia

rhn.redhat.com | Red Hat Support

MANDRIVA

MANDRIVA

MANDRIVA

SECUNIA

SECUNIA

SECUNIA

REDHAT

MANDRIVA

SECUNIA

SECUNIA

GENTOO

GENTOO

FEDORA

SECUNIA

CONFIRM

SECUNIA

SECUNIA

SECUNIA

FEDORA

MISC

CONFIRM

CONFIRM

REDHAT

MANDRIVA

BUGTRAQ

REDHAT

CONFIRM

VUPEN

MANDRIVA

REDHAT

SECUNIA

FEDORA

GENTOO

SECUNIA

REDHAT

www.mandriva.com
www.mandriva.com
www.mandriva.com
secunia.com
secunia.com
secunia.com
www.redhat.com
www.mandriva.com
secunia.com
secunia.com
security.gentoo.org
security.gentoo.org
www.redhat.com
secunia.com
issues.rpath.com
secunia.com
secunia.com
secunia.com
www.redhat.com
secunia.com
www.kde.org
support.novell.com
www.redhat.com
www.mandriva.com
www.securityfocus.com
www.redhat.com
support.novell.com
Www.vupen.com
www.mandriva.com
www.redhat.com
secunia.com
www.redhat.com
security.gentoo.org
secunia.com

www.redhat.com


http://www.mandriva.com/security/advisories?name=MDKSA-2007:222
http://www.mandriva.com/security/advisories?name=MDKSA-2007:221
http://www.mandriva.com/security/advisories?name=MDKSA-2007:220
http://secunia.com/advisories/27636
http://secunia.com/advisories/27618
http://secunia.com/advisories/27577
http://www.redhat.com/support/errata/RHSA-2007-1024.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:230
http://secunia.com/advisories/27637
http://secunia.com/advisories/27619
http://security.gentoo.org/glsa/glsa-200805-13.xml
http://security.gentoo.org/glsa/glsa-200711-34.xml
https://www.redhat.com/archives/fedora-package-announce/2007-December/msg00369.html
http://secunia.com/advisories/30168
https://issues.rpath.com/browse/RPL-1926
http://secunia.com/advisories/27260
http://secunia.com/advisories/27573
http://secunia.com/advisories/27632
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00663.html
http://secunia.com/secunia_research/2007-88/advisory/
http://www.kde.org/info/security/advisory-20071107-1.txt
http://support.novell.com/techcenter/psdb/da3498f05433976cc548cc4eaf8349c8.html
http://www.redhat.com/support/errata/RHSA-2007-1021.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:228
http://www.securityfocus.com/archive/1/483372
http://www.redhat.com/support/errata/RHSA-2007-1026.html
http://support.novell.com/techcenter/psdb/3867a5092daac43cd6a92e6107d9fbce.html
http://www.vupen.com/english/advisories/2007/3786
http://www.mandriva.com/security/advisories?name=MDKSA-2007:227
http://www.redhat.com/support/errata/RHSA-2007-1025.html
http://secunia.com/advisories/27658
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00238.html
http://security.gentoo.org/glsa/glsa-200711-22.xml
http://secunia.com/advisories/27641
http://www.redhat.com/support/errata/RHSA-2007-1022.html

Security update tor xpdt

Webmail | OVH- OVH

[SECURITY] Fedora Core 6 Update: tetex-3.0-36.fc6
USN-542-1: poppler vulnerabilities | Ubuntu

USN-542-2: KOffice vulnerabilities | Ubuntu

Red Hat update for xpdf - Advisories - Secunia
rhn.redhat.com | Red Hat Support

Support

Webmail | OVH- OVH

Repository / Oval Repository

Security Announcement

Debian -- Security Information -- DSA-1537-1 xpdf

Debian update for poppler - Advisories - Secunia
[SECURITY] Fedora 7 Update: xpdf-3.02-4.fc7

Security update for Cups

Mandriva update for cups - Advisories - Secunia

Webmail | OVH- OVH

Mandriva update for pdftohtml - Advisories - Secunia
Security update for kdegraphics3-pdf

The Slackware Linux Project: Slackware Security Advisories
Support / Security / Advisories / / MDKSA-2007:219 | Mandriva
Red Hat update for kdegraphics - Advisories - Secunia

Red Hat update for gpdf - Advisories - Secunia

Mandriva update for tetex - Advisories - Secunia

Debian update for xpdf - Advisories - Secunia

SUSE Updates for Multiple Packages - Advisories - Secunia
SUSE update for cups - Advisories - Secunia

Gentoo update for poppler, koffice, kword, kdegraphics, and kpdf - Advisories - Secunia
Debian update for koffice - Advisories - Secunia

Red Hat update for tetex - Advisories - Secunia

GNOME gpdf "Stream.cc" Multiple Vulnerabilities - Advisories - Secunia
Fedora update for cups - Advisories - Secunia

Fedora update for poppler - Advisories - Secunia
[SECURITY] Fedora 7 Update: koffice-1.6.3-13.fc7

SUSE update for koffice - Advisories - Secunia

CVE Program record
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SECUNIA

SECUNIA

SECUNIA

SECUNIA

SECUNIA

SECUNIA
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SECUNIA

CVE.ORG

support.novell.com
www.vupen.com
www.redhat.com
www.ubuntu.com
www.ubuntu.com
secunia.com
www.redhat.com
www.redhat.com
www.vupen.com
oval.cisecurity.org
www.novell.com
www.debian.org
secunia.com
www.redhat.com
support.novell.com
secunia.com
www.vupen.com
secunia.com
support.novell.com
slackware.com
www.mandriva.com
secunia.com
secunia.com
secunia.com
secunia.com
secunia.com
secunia.com
secunia.com
secunia.com
secunia.com
secunia.com
secunia.com
secunia.com
www.redhat.com
secunia.com

www.cve.org


http://support.novell.com/techcenter/psdb/1d5fd29802b2ef7e342e733731f1e933.html
http://www.vupen.com/english/advisories/2007/3779
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00724.html
http://www.ubuntu.com/usn/usn-542-1
http://www.ubuntu.com/usn/usn-542-2
http://secunia.com/advisories/27574
http://www.redhat.com/support/errata/RHSA-2007-1027.html
http://www.redhat.com/support/errata/RHSA-2007-1029.html
http://www.vupen.com/english/advisories/2007/3775
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9979
http://www.novell.com/linux/security/advisories/2007_60_pdf.html
http://www.debian.org/security/2008/dsa-1537
http://secunia.com/advisories/28812
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00215.html
http://support.novell.com/techcenter/psdb/f83e024a65d69ebc810d2117815b940d.html
http://secunia.com/advisories/27724
http://www.vupen.com/english/advisories/2007/3774
http://secunia.com/advisories/27721
http://support.novell.com/techcenter/psdb/43ad7b3569dba59e7ba07677edc01cad.html
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.761882
http://www.mandriva.com/security/advisories?name=MDKSA-2007:219
http://secunia.com/advisories/27656
http://secunia.com/advisories/27575
http://secunia.com/advisories/27743
http://secunia.com/advisories/29604
http://secunia.com/advisories/27634
http://secunia.com/advisories/27645
http://secunia.com/advisories/27705
http://secunia.com/advisories/29104
http://secunia.com/advisories/27599
http://secunia.com/advisories/26503
http://secunia.com/advisories/27615
http://secunia.com/advisories/28043
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00224.html
http://secunia.com/advisories/27640
https://www.cve.org/CVERecord?id=CVE-2007-4352

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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