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Summary

CVE CVE-2007-4364

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-15 19:17:00 UTC

Updated 2017-07-29 01:32:00 UTC

Description Fedora Commons before 2.2.1 does not properly handle certain authentication requests involving Java Naming and Directory Interface (JNDI), related to (1) a nonexistent account name in combination with an empty password, which allows remote attackers to trigger a certain "unexpected / strange response" from an LDAP server, and (2) a reauthentication attempt that throws an exception, which allows remote attackers to trigger use of a cached authentication decision. 

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Commons All All All All

References

Reference Source Link Tags

Page not found - SourceForge.net CONFIRM sourceforge.net

Fedora Commons LDAP Authentication Bypass Vulnerability BID www.securityfocus.com

Fedora Commons Empty LDAP Passwords Authentication Bypass - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

39548 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Fedora Commons / Bugs (Migrated to Jira) / #24 LDAP, JNDI, and Servlet Filter issues CONFIRM sourceforge.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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