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Summary

CVE CVE-2007-4385

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-17 21:17:00 UTC

Updated 2018-10-15 21:34:00 UTC

Description OWASP Stinger before 2.5 allows remote attackers to bypass input validation routines by using multipart encoded requests instead of form-urlencoded requests. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Owasp Stinger All All All All

References

Reference Source Link

OWASP Stinger Multipart Encoded Request Security Bypass - Advisories - Secunia SECUNIA secunia.com

OWASP Stinger Filter Bypass Weakness BID www.securityfocus.com

o0o.nu MISC o0o.nu

SecurityTracker.com Archives - Stinger Lets Remote Users Bypass Validation Filters with Multipart Encoded Requests SECTRACK www.securitytracker.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

Bypassing servlet input validation filters (OWASP Stinger + Struts example) - SecurityReason.com SREASON securityreason.com

39544 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/bid/25294
http://o0o.nu/~meder/o0o_bypassing_servlet_input_validation_filters.txt
http://www.securitytracker.com/id?1018555
https://exchange.xforce.ibmcloud.com/vulnerabilities/35981
http://www.securityfocus.com/archive/1/476288/100/0/threaded
http://securityreason.com/securityalert/3035
http://osvdb.org/39544
https://www.cve.org/CVERecord?id=CVE-2007-4385
https://nvd.nist.gov/vuln/detail/CVE-2007-4385


There are currently no legacy QID mappings associated with this CVE.
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