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Summary

CVE CVE-2007-4398

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-18 21:17:00 UTC

Updated 2023-11-07 02:01:00 UTC

Description Multiple CRLF injection vulnerabilities in the (1) now-playing.rb and (2) xmms.pl 1.1 scripts for WeeChat allow user-assisted remote attackers to execute arbitrary IRC commands via CRLF sequences in the name of the song in a .mp3 file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Irssi Irssi All All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

xmms.pl for weechat id3 Tag Input Validation Error - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Savannah Git Hosting - weechat/scripts.git/commit git.sv.gnu.org

now_playing.rb for weechat id3 Tag Input Validation Error - Advisories - Secunia SECUNIA secunia.com Vendor Advisory
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Savannah Git Hosting - weechat/scripts.git/commit CONFIRM git.sv.gnu.org

Wouter Coekaerts - security - nowplaying MISC wouter.coekaerts.be

[Full-Disclosure] Mailing List Charter FULLDISC lists.grok.org.uk

SecurityReason - Vulnerability in multiple "now playing" scripts for various IRC clients SREASON securityreason.com

Savannah Git Hosting - weechat/scripts.git/commit CONFIRM git.sv.gnu.org

SecurityFocus BUGTRAQ www.securityfocus.com

Savannah Git Hosting - weechat/scripts.git/commit git.sv.gnu.org

Multiple IRC Client Now Playing Scripts Input Validation Vulnerability BID www.securityfocus.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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