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Summary

CVE CVE-2007-4400

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-18 21:17:00 UTC

Updated 2018-10-15 21:35:00 UTC

Description CRLF injection vulnerability in the included media script in Konversation allows user-assisted remote attackers to execute arbitrary IRC commands via CRLF sequences in the name of the song in a .mp3 file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Konversation Konversation All All All All

Application Konversation Konversation All All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[SECURITY] Fedora 8 Update: konversation-1.0.1-4.fc8 FEDORA www.redhat.com

Konversation Media Script id3 Tag Input Validation Error - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Wouter Coekaerts - security - nowplaying MISC wouter.coekaerts.be

[Full-Disclosure] Mailing List Charter FULLDISC lists.grok.org.uk

SecurityReason - Vulnerability in multiple "now playing" scripts for various IRC clients SREASON securityreason.com

[SECURITY] Fedora 7 Update: konversation-1.0.1-4.fc7 FEDORA www.redhat.com

SecurityFocus BUGTRAQ www.securityfocus.com

39569 OSVDB osvdb.org

Multiple IRC Client Now Playing Scripts Input Validation Vulnerability BID www.securityfocus.com

Fedora update for konversation - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

https://cve.report/
https://cve.report/CVE-2007-4400/mitre
https://cve.report/CVE-2007-4400/nist
https://cve.report/CVE-2007-4400/cve_org
https://cve.report/api/cve/CVE-2007-4400.json
https://cve.report/CVE-2007-4400.pdf
http://cve.report/vendor/konversation
http://cve.report/software/konversation/konversation
http://cve.report/vendor/konversation
http://cve.report/software/konversation/konversation
https://exchange.xforce.ibmcloud.com/vulnerabilities/35985
https://www.redhat.com/archives/fedora-package-announce/2008-April/msg00209.html
http://secunia.com/advisories/26456
http://wouter.coekaerts.be/site/security/nowplaying
http://lists.grok.org.uk/pipermail/full-disclosure/2007-August/065227.html
http://securityreason.com/securityalert/3036
https://www.redhat.com/archives/fedora-package-announce/2008-April/msg00134.html
http://www.securityfocus.com/archive/1/476283/100/0/threaded
http://osvdb.org/39569
http://www.securityfocus.com/bid/25281
http://secunia.com/advisories/29752
https://www.cve.org/CVERecord?id=CVE-2007-4400


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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