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Summary

CVE CVE-2007-4419

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-18 21:17:00 UTC

Updated 2018-10-15 21:35:00 UTC

Description Admin.php in Olate Download (od) 3.4.1 uses an MD5 hash of the admin username, user id, and group id, to compose the OD3_AutoLogin authentication cookie, which makes it easier for remote attackers to guess the cookie and access the Admin area.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Olate Olatedownload 3.4.1 All All All

Application Olate Olatedownload 3.4.1 All All All

References

Reference Source Link

OlateDownload Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

imei Addmimistrator’s BugBlog » Blog Archive » Olate Download 3.4.1 ~ admin.php ~ authentication bypassing MISC myimei.com

Page not found - SourceForge.net CONFIRM sourceforge.net

SecurityFocus BUGTRAQ www.securityfocus.com

SourceForge.net: Olate Download: Files CONFIRM sourceforge.net

SourceForge.net: Olate Download: Files CONFIRM sourceforge.net

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Olate Download Admin.PHP Remote Authentication Bypass Vulnerability BID www.securityfocus.com

Olate Download 3.4.1 ~ admin.php ~ Admin authentication bypassing - CXSecurity.com SREASON securityreason.com

39714 OSVDB osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

https://cve.report/
https://cve.report/CVE-2007-4419/mitre
https://cve.report/CVE-2007-4419/nist
https://cve.report/CVE-2007-4419/cve_org
https://cve.report/api/cve/CVE-2007-4419.json
https://cve.report/CVE-2007-4419.pdf
http://cve.report/vendor/olate
http://cve.report/software/olate/olatedownload
http://cve.report/vendor/olate
http://cve.report/software/olate/olatedownload
http://secunia.com/advisories/26533
http://myimei.com/security/2007-08-16/olate-download-341adminphpauthentication-bypassing.html
http://sourceforge.net/forum/forum.php?forum_id=727807
http://www.securityfocus.com/archive/1/477223/100/0/threaded
http://sourceforge.net/project/shownotes.php?group_id=188052&release_id=533628
http://sourceforge.net/project/shownotes.php?release_id=533628&group_id=188052
https://exchange.xforce.ibmcloud.com/vulnerabilities/36088
http://www.securityfocus.com/bid/25343
http://securityreason.com/securityalert/3028
http://osvdb.org/39714
http://www.securityfocus.com/archive/1/476760/100/0/threaded
https://www.cve.org/CVERecord?id=CVE-2007-4419


NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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