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Summary

CVE CVE-2007-4423

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-18 21:17:00 UTC

Updated 2018-10-15 21:35:00 UTC

Description Stack-based buffer overflow in the AUTH_LIST_GROUPS_FOR_AUTHID function in IBM DB2 UDB 9.1 before Fixpak 3 allows attackers to cause a denial of service and possibly execute arbitrary code via a long argument.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 Universal Database 8.0 All All All

Application Ibm Db2 Universal Database 9.0 All All All

Application Ibm Db2 Universal Database 9.1 All fp2 All

Application Ibm Db2 Universal Database 8.0 All All All

Application Ibm Db2 Universal Database 9.0 All All All

Application Ibm Db2 Universal Database 9.1 All fp2 All

References

Reference Source

[VIM] Recent DB2 Vulnerabilities VIM

IBM DB2 Universal Database Multiple Unspecified Vulnerabilities BID

IBM X-Force Exchange XF

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

IBM Fix List for DB2 Version 9.1 for Linux, UNIX and Windows - United States CONFIRM

IBM DB2 Buffer Overflow in auth_list_groups_for_authid() Lets Remote Authenticated Users Execute Arbitrary Code - SecurityTracker SECTRACK

Application Security Inc. - Securing Business by Securing Enterprise Applications MISC

IBM X-Force Exchange XF
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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