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Summary

CVE CVE-2007-4465

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-14 00:17:00 UTC

Updated 2024-01-19 15:13:00 UTC

Description Cross-site scripting (XSS) vulnerability in mod_autoindex.c in the Apache HTTP Server before 2.2.6, when the charset on a server-generated page is not defined, allows remote attackers to inject arbitrary web script or HTML via the P parameter using the UTF-7 charset. 

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server - All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.28 beta All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.32 beta All All

Application Apache Http Server 2.0.34 beta All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All
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Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.50 All All All

Application Apache Http Server 2.0.51 All All All

Application Apache Http Server 2.0.52 All All All

Application Apache Http Server 2.0.53 All All All

Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.55 All All All

Application Apache Http Server 2.0.56 All All All

Application Apache Http Server 2.0.57 All All All

Application Apache Http Server 2.0.58 All All All

Application Apache Http Server 2.0.59 All All All

Application Apache Http Server 2.0.60 All All All

Application Apache Http Server 2.0.61 All All All

Application Apache Http Server 2.0.9 All All All

Application Apache Http Server 2.1 All All All

Application Apache Http Server 2.1.1 All All All

Application Apache Http Server 2.1.2 All All All

Application Apache Http Server 2.1.3 All All All

Application Apache Http Server 2.1.4 All All All

Application Apache Http Server 2.1.5 All All All

Application Apache Http Server 2.1.6 All All All

Application Apache Http Server 2.1.7 All All All

Application Apache Http Server 2.1.8 All All All

Application Apache Http Server 2.2 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server - All All All

Application Apache Http Server 2.0 All All All
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Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.28 beta All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.32 beta All All

Application Apache Http Server 2.0.34 beta All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.50 All All All

Application Apache Http Server 2.0.51 All All All

Application Apache Http Server 2.0.52 All All All

Application Apache Http Server 2.0.53 All All All

Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.55 All All All

Application Apache Http Server 2.0.56 All All All

Application Apache Http Server 2.0.57 All All All

Application Apache Http Server 2.0.58 All All All

Application Apache Http Server 2.0.59 All All All

Application Apache Http Server 2.0.60 All All All

Application Apache Http Server 2.0.61 All All All

Application Apache Http Server 2.0.9 All All All

Application Apache Http Server 2.1 All All All

Application Apache Http Server 2.1.1 All All All

Application Apache Http Server 2.1.2 All All All
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Application Apache Http Server 2.1.2 All All All

Application Apache Http Server 2.1.3 All All All

Application Apache Http Server 2.1.4 All All All

Application Apache Http Server 2.1.5 All All All

Application Apache Http Server 2.1.6 All All All

Application Apache Http Server 2.1.7 All All All

Application Apache Http Server 2.1.8 All All All

Application Apache Http Server 2.2 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All
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CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-09-18 Mark J Cox This is actually a flaw in browsers that do not derive the response character set as required by RFC 2616. This does not affect the default configuration of Apache httpd in Red Hat products and will only affect customers who have removed the &quot;AddDefaultCharset&quot; directive and are using directory indexes. The Red Hat Security Response Team has rated this issue as having low security impact, a future update may address this flaw. https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=CVE-2007-4465

Apache 2007-09-14 Mark J Cox The Apache security team believe that this issue is due to web browsers that are violating RFC2616. However, Apache 2.2.6 and 2.0.61 add a workaround for such browsers by adding Type and Charset options to IndexOptions directive. This allows a site administrator to explicitly set the content-type and charset of the generated directory index page.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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